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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

3apeructpupoaHo B MuHtocte Poccum 31 mast 2013 r. N 28608

®EAEPAINBHAA CNYXXBA MO TEXHUYECKOMY U 3KCIMOPTHOMY KOHTPOIIO

NMPUKA3
ot 11 cbeBpansa 2013 r. N 17

OB YTBEPXJEHW/ TPEEOBAHUM 5
O 3ALLNTE UH®OPMALIUN, HE COCTABINAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COOEPXALLUEUNCA B rOCYOAPCTBEHHbIX MUH®OPMALIMOHHbIX CUCTEMAX

CnncoK U3MEHSIOLLNX JOKYMEHTOB
(B pea. MNMpukasos PCTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cooTtBeTcTBMM C YacTblo 5 cTatbu 16 PegepanbHoro 3akoHa ot 27 uong 2006 r. N 149-03 "O6 uHdopmaumu,
WMHOPMALIMOHHBLIX TeXHOMOrMAX 1 0 3awmte mHdopmauun” (CobpaHme 3akoHogaTenbcTBa Poccuiickon depepaumum,
2006, N 31, cT. 3448; 2010, N 31, cT1. 4196; 2011, N 15, cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328) n [lonoxeHvem
o ®epneparnbHON criykbe No TEXHUYECKOMY U SKCMIOPTHOMY KOHTPOII, YTBEPXAEHHbIM Yka3om lNMpe3angeHTta Poccuiickon
®epepaummn ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbctBa Poccuiickon ®epepaumm, 2004, N 34, cT.
3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), npnkasbiBato:

1. YTBepauTb npunaraemsle TpeboBaHus O 3awuTe MHGOPMaLMK, HE COCTaBMSIOLEN rocyadapCTBEHHYIO TanHy,
copepallencs B rocygapCTBEHHbIX MHPOPMaLMOHHbBIX CUCTEMAX.

2. YcTaHOBUTb, YTO YyKa3daHHble B MyHKTe 1 HacTosiwero npukasa TpeboBaHMS NPUMEHSAOTCS ANs 3aluThbl
WH(OPMaLMM B rOCYAapCTBEHHbIX MHADOPMAaLMOHHBLIX cuctemax ¢ 1 ceHTabpsa 2013 r.

OvpexTop

depepanbHoi cnyX0bbl MO TEXHNYECKOMY
N 9KCMOPTHOMY KOHTPOJSTHO

B.CEJIMH

YTBEpxaeHsl
npukasom ®CTIK Poccun
ot 11 dpeBpana 2013 r. N 17

TPEBOBAHUA .
O 3ALLNTE UH®OPMALIUN, HE COCTABIAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COJAEPXALLEUCA B rOCYAAPCTBEHHbIX UH®OPMALIMOHHbIX CUCTEMAX

CnncoK U3MEHSIOLLINX JOKYMEHTOB
(B pea. MNMpukasos PCTIK Poccum ot 15.02.2017 N 27,
o1 28.05.2019 N _106)

. O6LwmMe nonoxeHusn

1. Hactosiwume TpeboBaHus paspaboTaHbl B cOOTBETCTBUM ¢ PegepanbHbiM 3akoHOM OT 27 utons 2006 r. N
149-03 "O6 nHdopmaumm, MHHPOPMALIMOHHBIX TEXHOMOMMAX U 0 3awmte uHdopmaumm" (CobpaHne 3akoHodaTenbCTBa
Poccuinckon ®egepauun, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012, N 31,
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

CT. 4328), a TakkKe C y4eTOM HauMOHanbHbIX cCTaHaapToB Poccuiickon Pefgepaumm B obnactu 3awmTbl MHGPOPMaLmm 1 B
obnacTtun co3gaHus aBTOMaTU3MPOBaHHbBIX CUCTEM (Oarnee - HauuoHarnbHble CTaHOApPThI).

2. B pokymeHTe ycTaHaBnuaatoTcs TpeboBaHMsa kK obecneyeHmnto 3awwmTbl HpOpMaLMM OrpaHNYEeHHOro AocTyna,
He cofepxaleh CBedeHUs, COCTaBnslLue rocyfapCTBEHHY TanHy (ganee - uHdopmaums), OT YTedku no
TEXHUYECKMM KaHanam, HEeCaHKLMOHMPOBAHHOrO [JOCTyna, creumnarnbHbiX BO3OEWCTBUM Ha Takyl WMHAOPMAaLMIO
(HocuTenn nHdopmaummn) B Lensax ee JobbIBaHMS, YHUHTOXEHUS, NCKAXKEHUS UNn GITOKMPOBaHUSA JOCTyNa K Hewl (ganee
- 3awmTa nHcpopmaumm) npm obpaboTke ykazaHHON MHpOPMaLMK B roCyAapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEMAX.

Hactosiwme TpebGoBaHus MOryT NPUMEHATLCA ANs 3awWwuThl 00LEeAOCTYNHOW WHopMauun, codepikallencss B
rocygapCTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX, OIS OOCTUXKEHUS Lernen, ykasaHHbIX B OyHKTax 1 n 3 Yactu 1 cratbu
16 dPepepanbHoro 3akoHa ot 27 utona 2006 r. N 149-03 "O6 uHdopmaumm, MHPOPMALMOHHBLIX TEXHOMOMMSX U O
3awmTe nHopmaummn”.

B pokymeHTe He paccmartpuatoTcs TpeboBaHMs O 3awmTe MHGOpPMaLuUK, CBSA3AHHbIE C MNPUMEHEHMEM
Kpuntorpacmyeckux MeTOAOB 3aluTbl MHOpPMaUUM U WKdpoBanbHbIX (Kpuntorpaduvecknx) cpencts 3alluTbl
MHdopMaLnu.

3. Hactoswme TpebosaHus saBnsioTca obasatenbHbiMM npu obpaboTke MH@OpMauun B rocyAapCTBEHHbIX
WMHOPMALMOHHBIX cucTeMax, MYHKLUMOHUPYOLWUX Ha Tepputopumn Poccunckon ®egepaumm, a Takke B MyHULMNANbHbIX
MHMOPMALIMOHHBIX CUCTEMAaX, eClM UHOE He YCTaHOBMEHO 3akoHoaaTenbcTBOM Poccuiickon degepaunm 0 MECTHOM
camoynpasreHuu.

Hactoswume TpeboBaHuA He pacnpoOCTPaHAKTCA Ha rocygapCTBeHHble  MH(OPMaUMOHHbIE  CUCTEMb
AomuHuctpaumn  lNpesmageHta Poccuiickon ®epepauun, Coseta besonacHoctn Poccuiickon depnepauumm,
®epepansHoro Cobpanusa Poccuiickon depepaumun, lNMpasutensctBa Poccuiickon Pepepaumm, KoHCTUTYLMOHHOMO
Cyna Poccuiickon ®epgepauun, BepxosHoro Cyma Poccunckon Pepepaumm n degepansHon cnyxbbl 6e3onacHocTu
Poccuiickon depepauum.

(8 pea. Opukaza PCTIK Poccum o1 15.02.2017 N 27)

4. Hacrtosuwume TpeboBaHua npeaHasHadveHbl AnNA obnagatenein MHOpPMaLWKM, 3aKa34YMKOB, 3aKMOYMBLLMX
rocy4apCTBEHHbI KOHTPAaKT Ha cos3gaHue rocydapCTBEHHOM MH(OPMAaLMOHHOW CUCTEeMbl (Oarnee - 3akasuuku) U
onepaTopoB rocyAapCTBEHHbIX MHOPMAaLIMOHHBIX CUCTEM (Oanee - onepaTopsbl).

Jlnyo, obpabatbiBatollee MHGOPMaLMIO, ABMSKOLLYIOCS TOCYAapCTBEHHBIM WHAOPMALMOHHLIM PEecypcoM, Mo
nopy4yeHuto obnagatens nHdopmaummn (3akazumka) unu onepaTtopa u (Mnu) NnpegocTaBnsloLee UM BblYUCIIMTENbHbIE
pecypchbl (MOLLHOCTM) Ans 06paboTkun MHOpPMaLMM Ha OCHOBaHUM 3aKMOYEHHOro Aorosopa (ganee - ynoriHoMoYeHHoe
nnuo), obecneuvBaeT 3aWwmUTy WHGOPMaUMM B COOTBETCTBMM C 3akoHogaTenbcTBoM Poccuiickon ®epepauun o6
UHopmaumm, MHPOPMALMOHHBIX TEXHONOMMUSX U O 3awwmTe uHdopmaumn. B gorosope gomkHa ObITb NpegycmMoTpeHa
0653aHHOCTb  YNOMHOMOYEHHOro nuua obecneymBaTb 3alWMTy MHOPMaLuUK, SBMSAOLWENCA rocyaapCTBEHHbLIM
WMH(OPMALIMOHHBIM PECYPCOM, B COOTBETCTBMU C HAcTosAwmumn TpeboBaHAMM.

5. MNpun 0bpaboTke B rocyaapCTBEHHOW MHAOPMALMOHHON cucteMe nHopMaLmu, cogepxalleri nepcoHarnbHble
OaHHble, HacTodawme TpeboBaHWs NPUMEHSOTCSA Hapsady C TPebOoBaHUAMU K 3alUMTE NEPCOHArbHbIX OAHHbLIX MPU UX
06paboTke B MH(POPMALIMOHHBLIX CUCTEMAX MEPCOHarbHbIX AaHHbIX, YTBEMKAEHHbIX NOCTaHoBNeHnem [paBuTenbcTea
Poccuiickon ®epepaumm ot 1 Hosibpsa 2012 r. N 1119 (CobpaHune 3akoHogatenbcTBa Poccuickon depepaumm, 2012, N
45, cT. 6257).

6. lNo peweHuo obnagatens wuHdopMaumm (3akasumka) unu onepartopa HacTodwme TpeboBaHua MoryT
NPUMEHATLCA ANA 3alnTbl MHCpOpMaLMK, coaepKallencs B HErocygapCTBEeHHbIX MHPOPMALMOHHBIX CUCTEMAX.

7. 3awuta wHGPOpMauMK, COAepXallencs B TrOCY4apCTBEHHOW WH(OPMALMOHHOW cucteme (ganee -
MHpopMaumoHHasa cuctema), obecneymBaeTca NyTem BbINOMHEHMS obnagartenem uHgopmaumm (3akasvymkom) u (Mnm)
onepaTopoM TpeboBaHWi K opraHmsauum 3awmtbl MHAOPMaUMK, cogepXawencs B UHEPOPMALUOHHOW cucTeMe, U
TpeboBaHWi K MepaM 3aLumTbl MHpopMauun, cogepkallencs B UHOPMaLMOHHOW cucTeme.

Il. Tpe6oBaHUA kK opraHM3sauumn 3awWmnTbl HhopMaLmm,
copepxawenca B UHpopMaLMOHHON cucTeme

8. B uvHOpMaUMOHHOW cucteMe OObekTamMu 3aluTbl  ABMAAOTCA  MHGPOPMAaUMs, COAepXxawasics B
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

MHOPMALIMOHHOW CUCTEME, TEXHUYECKME cpeacTBa (B TOM 4ucre cpeacTBa BbIYUCIUTENbHOM TEXHWUKU, MalUUHHbIE
HocUTEnu UWHopMauun, cpeactBa M CUCTEMbI CBSI3M M Mepefayn LaHHbIX, TEXHUYeckne cpeacrtea obpaboTku
OYKBEHHO-LIMDPOBOM, rpachnyeckon, BUAEO- U pevyeBon MHpopmaumm), obliecucteMHoe, NpUKNagHoe, creumanbHoe
nporpaMmmHoe obecneyeHne, MHHPOPMaLMOHHbIE TEXHOMOIMM, a Takke CpeacTBa 3aLuTbl MHGOpMauuu,

9. [Ona obecneveHnst 3awWmTbl WHGOpMaumM, cogepxallencs B WHGOPMaAUMOHHOW CUCTEME, OrnepaTopoM
HasHayaeTCcd CTPYKTYpHOe MogpasferneHne wnv OOMKHOCTHoe nuuo (paboTHWMK), OTBETCTBEHHblE 3a 3alUTy
MHdopMaLnu.

10. Onsa npoeegeHust paboT no 3awmTte MHOpMaLuM B Xo4e CO3haHus M 3KcnnyaTaumm MHEOPMAaLMOHHOM
cucteMbl obnagarenem nHdopMalmmn (3akazynmkom) u onepaTopoM B COOTBETCTBUM C 3aKoHoAaTenbcTBOM Poccuiickon
depnepaumm npu HeOOBXOAMMOCTI NPUBIEKAIOTCA OpraHM3aLmm, UMetoL e NULUEH3NI0 Ha AeATEeNbHOCTb N0 TEXHUYECKOM
3awmTe KoHduaeHumanbHon nHgpopmaumm B cooTBeTcTBMM ¢ PepepanbHbiM 3akoHoM oT 4 masa 2011 r. N 99-03 "O
NMUEH3MPOBaHNN OTAENbHbIX BUA0B aesatenbHocTn" (CobpaHne 3akoHodatenscTBa Poccuiickon depepaumm, 2011, N
19, c1. 2716; N 30, cT1. 4590; N 43, c1. 5971; N 48, cT1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ona obecneyeHns 3awwmTbl MHGOPMAaLMKW, coaepalleics B WH(OPMALMOHHOM cCUCTEME, MPUMEHSIHOTCS
CpeAcTBa 3aluTbl MHGOpMaUMK, Npollefllne OLEHKY COOTBETCTBUS B (hopMe 00si3aTenbHOM cepTudumkaumm Ha
cooTBeTCcTBME TpeboBaHMsaM no 6e30nacHOCTM MHGOPMAaLMK B COOTBETCTBMM CO cTatben 5 depepanbHOro 3akoHa ot
27 pekabpa 2002 r. N 184-®3 "O TexHuyeckom perynupoBaHmn" (CobpaHue 3akoHogaTenbcTBa Poccuinckon
denepaummn, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N
48, cT. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, c1. 7025; N 50, cT. 7351; 2012, N 31, cT1. 4322; 2012, N 50,
CT. 6959).

12. 3awuTta nHopmaumu, cogepxaliencd B MHPOPMaLMOHHON cUCTeME, ABMSETCH COCTaBHOM YacTbio paboT no
CO3[aHUI0 N 3KCMyaTaumMm nHpopmaLMoHHOM cucTemMsl U obecneumBaeTcst Ha BCcex cTagusx (3Tanax) ee co3gaHus, B
X0[e aKcnnyatauuMu U BblBOAA W3 dKCNNyaTauum MyTeM MNPUHATUA OPraHM3auMOHHBIX U TEXHUYECKMX Mep 3awuThbl
MHOpPMaUMK, HanpaBfeHHbIX Ha OnokvpoBaHue (HemTpanusaumio) yrpo3 6GesonacHOCTM  MHopmauun B
WH(OPMALIMOHHOM CUCTEME, B paMKax CUCTEMbI (MOACUCTEMBI) 3alnTbl MHOpMaUMM NMHPOPMALMOHHON CUCTEMBI
(nanee - cuctema 3awmUTbl UHOPMaLUM MHPOPMALMOHHOW CUCTEMDI).

(8 pea. MNpukasza CTIK Poccum o1 15.02.2017 N 27)

OpraHv3aunoHHbIE U TEXHUYECKMe Mepbl 3awuTbl MHpOpMauun, peanusyemble B pamMKax CUCTEMbI 3alLWTbl
MHGOpMaLMN NMHPOPMALMOHHOM CUCTEMbI, B 3aBUCMMOCTM OT WHopmaumn, cogepxawencd B MHGOOPMaLMOHHOM
cucteme, uenen cosgaHuss MHMOPMAaLMOHHOM CUCTEMbl M 3ajad, pelaemMblX 3TOW MHGOPMAUUOHHOM CUCTEMOW,
OOIMKHbI ObITh HAaNpPaBeHbl HA UCKITHYEHNE:

HenpaBOMEPHbIX OOCTyMNa, KONMPOBaHWS, NPedoCTaBeHNs UM pacnpocTpaHeHns uHdopmaumm (obecneyeHve
KoHdMAeHUManbHOCTN nHdopmMaLmm);

HenpaBOMEPHBLIX  YHUYTOXEHUS  unu  MoanduumpoBaHus  MHgopmauun  (obecrneveHne  LEeNoCTHOCTM
UHpopmaunn);

HenpaBomepHOoro 6nokuposaHua nHdopmaumm (obecneyeHre JOCTYNHOCTM UHOPMaLUK).

13. Ons obecneyeHns 3awmtbl MHAOPMAaLMK, codepXallencsd B MHGOPMALMOHHOM CUCTEME, MNPOBOASTCS
crnegyoLmne MeponpuaTus:

dopmmpoBaHue TpeboBaHU K 3aWwmnTe MHpopmaumn, cogepxatlencs B UHHPOPMaLMOHHON CUCTEME;
pa3paboTka cMCTeMbI 3aLUMTbl MHOPMaLUM MHPOPMALIMOHHOW CUCTEMBI;
BHeJpeHWe cUCTeMbl 3aLLmTbl MHpopMauum MHPOPMaLMOHHON CUCTEMBI;

aTTectaums MHAOPMAaLMOHHON cucTembl no TpeboBaHuaM 3awmTel WHoOpmauuu (ganee - artTecTauus
WHOPMAaLIMOHHONM CUCTEMBI) U BBOL, €€ B AENCTBUE;

obecneyeHve 3awmThbl I/IHd)OpMaLIMM B Xo4e akcnnyartauunmn aTTecToBaHHOM I/IHCbOpMaLI,MOHHOIZ CUCTEMbl,

obecneyeHne 3awuTbl MHGPOPMaLMM NPU BbIBOAE U3 3KCMIyaTauMmM aTTeCTOBAHHOW MHAOPMALNOHHOW CUCTEMDI
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

UIK nocrie NPUHATUSA pelleHns 06 okoHYaHMK o0b6paboTkM MHdOopMaLU.

®dopmMmupoBaHue TpeboBaHUM K 3awuTe MHOpMaLuu, coaepxallencs
B UH(popMaLMOHHON cucTeme

14. dopmupoBaHue TpeboBaHUI K 3awMTe WHGopMauuM, cogepkallenca B MHGOPMAaLUOHHOW CcucTeme,
ocyllecTBnsieTcst obrnagartenemMm nHopMaLumm (3aka3vymkom).

dopmupoBaHMe TpeboBaHUM K 3awmTe WHGOPMauMK, codepxallencss B UHMOPMaLUMOHHOW cucTeme,
ocyulectBnsieTcs ¢ ydyetom [OCT P 51583 "SawwmTta nHgopmaumu. Nopsaok cosgaHnst aBToMaTU3NMPOBaHHbBIX CUCTEM B
3awmueHHom mcnonHeHun. O6wme nonoxexums” (ganee - FTOCT P 51583) n TOCT P 51624 "3awwuta nHdopmaumu.
ABTOMaTM3NPOBaHHbIE CUCTEMBI B 3aLLMLEHHOM UcnonHeHnn. Obwume Tpebosanusa” (ganee - FOCT P 51624) n B Tom
yuncne BKIOYaEeT:

NPUHATUE peLLeHNA 0 HeOBXOAUMOCTU 3aLLUUTLI MHpopMaLMK, coaepXaLleincs B UHDOPMAaLIMOHHON CUCTEME;

Knaccudukaumio MHPOPMaLMOHHON cUcTeMbl MO TpeboBaHMAM 3almTbl MHOpMauun (ganee - knaccugurkaums
WHOPMALIMOHHOW CUCTEMBI);

onpegeneHne yrpo3 6GesonacHOCTU wHdOPMaUMK, peanu3aums KOTOPbIX MOXET MPUMBECTU K HapyLUEHWIo
H6esonacHocTM uHdopMaumm B MHOOPMAaLMOHHON cnucteme, U paspaboTky Ha Ux OCHOBE mMogenu yrpo3 6e3onacHocTu
WHopmauuu;

onpeaeneHve TpeboBaHWUIA K cUCTEME 3alUMTbl MHOpMaLUUU MHOPMAaLMOHHON CUCTEMBI.

14.1. Tpn NpUHATMKU peLleHns 0 HeoBXoOUMOCTW 3alnTbl MHOPMaLMK, cogepXalencs B MHPOPMaLMOHHOM
cucTeMe, oCyLLecTBNsAeTCs:

aHanus ueneun cosgaHns MHOOPMaLMOHHOM CUCTEMBI N 3a4a4, peLlaemMbiX 3TON MHGOPMAaLMOHHON CUCTEMOWN;
onpeaeneHne nHgopmauum, nognexaiien obpabotke B UHHPOPMALMOHHOW CUCTEME;

aHalmnM3 HOPMAaTUBHbLIX MPaBOBbIX aKTOB, METOAUNYECKUX OOKYMEHTOB U HauWMOHallbHbIX CTaHOAApPTOB, KOTOPbIM
[AOJKHa COOTBETCTBOBATb VIH(*)OpMaLI,VIOHHaFI cncrtema;

NPUHATME pPeLleHnss 0 HeoBXOOUMOCTU CO3LaHMUA CUCTEMBI 3aLlmUThl MHAOPMaLMN MHAOPMALMOHHON CUCTEMBI, a
Takke onpegenexHve Lenen u 3agad 3awwmTbl MHGopMauum B MUHPOPMALIMOHHOM CUCTEME, OCHOBHbIX 3TanoB CO30aHUS
CUCTEMbI 3aWnTbl MHOPMALUM MHPOPMALMOHHON CUCTEMBI M DYHKLUMI MO obecneyvyeHnto 3awmTbl MHdOpMaumu,
cogepxaulencs B MHopMaLNoHHOM cucTeme, obnagartenst nHpopmaumm (3akasuvka), oneparopa M ynormHOMOYEHHbIX
nnu.

14.2. Knaccudukaumsi MHOpMaLNOHHOM CUCTEMbI MPOBOAUTCS B 3aBMCMMOCTW OT 3HAaYMMOCTM oOpabaTbiBaeMol
B HEN nHdopmaummn n macwtaba MHpopMaUMOHHOW cucTeMbI (dhedepanbHbIA, perMoHanbHbIA, 0ObEKTOBBIN).

YcraHaBnuBawTCa TpU  Knacca  3allMEeHHOCTU WHEOPMAaLMOHHOW CUCTEMbI, Onpedensiiolmne YypoBHU
3alUMLLIEHHOCTUN codepXallencs B Hel nHdpopmaumm. Cambii HU3KMIA KIacc - TPETUIN, caMbiid BbICOKUI - nepBbIn. Knacc
3aLlULLEHHOCTM MHAOPMALMOHHOW CUCTEMbI OnpedensieTcss B COOTBETCTBMM C npunoxeHnem N 1 K HacTosILLMM
TpeboBaHuAM.

(B pea. MNpukaza PCTOK Poccnm ot 15.02.2017 N 27)

Knacc 3awumieHHocTn onpegenseTcsa Ans nHopMaLUMOHHOW CUCTEMbI B LLENIOM U, Npu HeobxoauMocTu, Ans ee
OTOEnNbHbIX CErMeHTOB (COCTaBHbIX 4YacTen). TpeboBaHMe K Kraccy 3allMLEHHOCTU BKIHOYAETCA B TEXHMYECcKoe
3afjaHve Ha co3faHve MHPOPMALIMOHHOM CUCTEMBI U (UNN) TEXHUYECKOE 3adaHne (YacTHOe TEXHMYECKOe 3aJaHue) Ha
CcO3[aHMe CUCTeMbI 3alUMTbl MHpopMaLMM MHAOPMALIMOHHON cUCTEMbI, pa3pabaTbiBaeMble ¢ yyeToM [OCT 34.602
"MIHbopMaumoHHasa TexHonormsa. Komnnekc ctaHgapToB Ha aBTOMaTU3NPOBaHHbIE CUCTEMBI. TexHUYeckoe 3afjaHue Ha
co3gaHue aBTomaTusmpoBaHHou cuctembl” (ganee - FOCT 34.602), COCT P 51583 n FOCT P 51624.

Knacc 3awuuieHHOCTM WHGOPMALMOHHON CUCTEMbI MOAJIEXUT MNEepPecMoTpy Mpu  M3MEeHeHun MacliTaba
WHOPMALIMOHHOM CUCTEMBI UM 3HAYMMOCTN obpabaTbiBaeMon B HEW MHpOPMALINNA.
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

PesynbTtaTthl knaccudpumkaumm NMHpOpMaLMOHHON CUCTEMbI OPOPMIAIOTCA akTOM Kraccudumkaumm.

Knacc 3awmiuieHHOCTM MHGOPMAaLMOHHOM cucTeMbl, (OYHKLMOHMPOBaHWE KOTOPOW Mpeanonaraetcss Ha Oase
NH(OPMALMOHHO-TENEKOMMYHUKALMOHHON MHAPACTPYKTYPbl LieHTpa 06paboTku AaHHbIX, <1> He AoMmkeH ObiTb Bbille
Knacca 3alUMLLIEHHOCTU MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOW MHAPPACTPYKTYPbIl LieHTpa 06paboTkM AaHHbIX.
(ab3au BeeaeH [Npukazom PCTIK Poccum ot 28.05.2019 N 106)

<1> [yHKT 5.3 MeToaM4YeCKMX yKa3aHUN MO OCYLLECTBMEHUIO ydeTa MH(OPMALMOHHBIX CUCTEM U KOMMOHEHTOB
WMHOPMALMOHHO-TENEKOMMYHUKaLMOHHON UHMPACTPYKTYpPbl, YTBEPXKOEHHbIX npukazoM MwuHkomcBsasm Poccumn ot 31
masa 2013 r. N 127 (3apeructpupoBaH MuHioctom Poccun 5 Hoabpsa 2013 r., permctpaumoHHbii N 30318), ¢ yueTom
NU3MEHEeHWN, BHECEHHbIX npuka3om MuHkomcssasm Poccum ot 15 uioHa 2016 r. N 266 (3apernctpupoBaH MuHoCTOM
Poccuun 14 uionsa 2016 r., peructpaumoHHbin N 42853).
(cHocka BBegeHa [pukasom PCTIK Poccum o1 28.05.2019 N 106)

14.3. Yrpo3bl 6e30nacHOCTM nHopMaL MM ONpeaensoTcs No pedynbTaTam OLEHKU BO3MOXHOCTEN (noTeHuunana)
BHELIHMUX WU BHYTPEHHUX HapyLMTernen, aHanusa BO3MOXHbIX YS3BUMOCTEN WMHEOPMALMOHHOW CUCTEMbI, BO3MOXHbIX
cnocoboB peanu3auun yrpo3 6esonacHoOCTM MHopMauMn M NOCNEACTBMA OT HapyLleHust CBOWCTB Oe3onacHocTu
UHopmaumn (KoOHUAEHLMANbHOCTH, LENOCTHOCTU, JOCTYMHOCTK).

(B pea. Mpukaza PCTIK Poccum o1 15.02.2017 N 27)

B kauecTBe MCXOOHbIX JaHHbIX ANs onpefeneHus yrpo3 6esonacHoCcTn Hopmaumm ncnonb3yetca 6aHk AaHHbIX
yrpo3 6esonacHocTu uHdopmaumm (bdu.fstec.ru), BeaeHme kotoporo ocywectensietca PCTIOK Poccumn B COOTBETCTBUM
¢ noanyHktom 21 nyHkta 8 lMonoxeHus o PepepanbHol criyxbe MO TEXHUYECKOMY M IKCMOPTHOMY KOHTPOIHO,
yTBepXaeHHoro Ykasom [peangeHta Poccuinickon ®depepauum ot 16 asrycta 2004 r. N 1085 (CobGpaHue
3akoHogartenbcTBa Poccunckon ®egepaunm, 2004, N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT1. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, cT. 6041; 2015, N 4, cT.
641; 2016, N 1, ct. 211) (nanee - 6aHK gaHHbIX yrpo3 6esonacHoctn nHpopmaumm GCTIOK Poccun), a Takke UHble
WCTOYHMKK, coepKallne cBeeHmns 006 ysi3BMMOCTSAX U yrpo3ax 6e3onacHoCT MHopmaumn.

(ab3au BBeaeH [pukazom PCTIK Poccum ot 15.02.2017 N 27)

Mpn onpegeneHnn yrpo3 ©Ges3onacHOCTM  MHGOPMAUMM  YUUTBIBAKOTCA  CTPYKTYPHO-GYHKUMOHAMNbHbIE
XapakTepucTkn UHEMOPMALMOHHOW CUCTEMbI, BKMNOYalLWme CTPYKTYpy M COCTaB MH(OPMaLUOHHOW CUCTEMbI,
dusnyeckune, normdeckne, PyHKUMOHaNbHbIE U TEXHONOMMYECKME B3aUMOCBA3N MeXay CerMeHTamm MHGOopMaLnoHHON
CUCTEMbI, C UHbIMW MHAOPMALMOHHBIMKU CUCTEMaMU U UHEOPMAaLMOHHO-TENEKOMMYHUKALUNOHHBIMU CETSIMU, PEXUMbI
0bpaboTkun nHdopmMaumnm B MHHOPMAaLMOHHON CUCTEME U B €e OTAENbHbIX CerMeHTax, a TaKkkKe MHble XapakTepuUcTUKu
NHOPMALIMOHHOW CUCTEMBI, MPUMEHSAEeMbIe MHAOPMALIMOHHBIE TEXHOMNOMMN N OCOBEHHOCTM ee (PYHKLIMOHMPOBAHUS.

Mpu onpegeneHun yrpo3 6GesonacHocTM WMHGOpPMauMM B MHGOPMaUMOHHOW cucTteMe, (OYHKLUMOHMPOBaHME
KoTopoW npegnonaraetcs Ha 6ase MHMOOPMaUNOHHO-TENEKOMMYHMKALMOHHOW WH(PACTPYKTYpbl LieHTpa obpaboTku
[JaHHBbIX, JOJDKHBI YYUTLIBATLCS yrpo3bl ©es3onacHocTu nHdopmaLuu, akTyanbHble ans
NMHOPMALIMOHHO-TENEKOMMYHUKaLMOHHON MHAPACTPYKTYPbI LeHTpa 06paboTkM AaHHbIX.

(a63au BeeaeH MNpukazom PCTIK Poccum ot 28.05.2019 N 106)

Mo pesynbTatam onpeneneHus yrpo3 Ges3onacHocTM WHGOpMauUMM MNpu HeobxoauMocTU paspabaTbiBaloTcs
pekoMeHAauMn Mo KOPPEKTUPOBKE CTPYKTYPHO-PYHKLMOHAMbHbLIX XapaKTepUCTUK  MHPOPMALMOHHOW CUCTEMBI,
HanpaBIieHHble Ha BrokMpoBaHue (HeMTpanua3aunio) OTAENbHbIX Yyrpo3 6e30nacHoOCTM MHOpMaLNN.

Mopenb yrpo3 6esonacHOCTM MHOPMaLUKM OOMKHA coaepXaTb OnuMcaHue WMH(OPMALMOHHOW CUCTEMbI U ee
CTPYKTYPHO-DYHKUMOHAMNbHBLIX XapaKTepucTuK, a Takke onucaHue yrpo3 6esonacHoCcTM MHdopMaumu, BKIoYatoLee
onvcaHve BO3MOXHOCTeN HapywmTenen (Moaenb HapyLumMTens), BO3MOXHbIX YA3BUMOCTEN MHPOPMAaLMOHHON CUCTEMBI,
cnocoboB peanu3auun yrpo3 6e3onacHoOCTM WMHopmauunm M NOCNEeACTBMA OT HapylleHus CBOWCTB ©e3onacHocTu
WHopmaumn.

[ns onpepenennst yrpo3 6esonacHocT! MHopMauun 1 pas3paboTkm mogenu yrpo3 6e3onacHoCT MHdopmaumm
NMPUMEHSAIOTCA MeTOAMYECKMe [OOKYMEHTbl, pa3paboTaHHble u yTBepxaeHHble PCTOK Poccmm B COOTBETCTBUM C
noanyHktoMm 4 nyHkta 8 [lonoxeHus o ®PegepanbHonm criyxkbe MO TEXHUYECKOMY W IKCMOPTHOMY KOHTPOIHO,
yTBepxaeHHoro Ykasom [lpesugeHTa Poccuiickon depepaumm ot 16 aerycta 2004 r. N 1085 (CobpaHue
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

3akoHogartenbcTBa Poccunckon ®egepaunn, 2004, N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHUA Kk cucteMe 3alnTbl MHpOPMaLUN MHAOPMALMOHHOM CUCTEMbI ONpeaensTcs B 3aBUCUMOCTU
OT KNnacca 3alMLEHHOCTN MHOPMALIMOHHOW cUCTeMbl U yrpo3 6e30macHOCTU MHopMaUnK, BKITIOYEHHbLIX B MOAENb
yrpo3 6e3onacHocTn Hopmauum.

TpeboBaHust kK cucteme 3almTbl MHOPMALMN MHCPOPMALMOHHON CUCTEMBI BKITKOHAKOTCHA B TEXHMYECKOE 3adaHue
Ha co3gaHne MHPOPMAaLMOHHOW CUCTEMBI U (UNN) TEXHUYECKOE 3afaHne (YacTHoe TEXHUYECKOe 3aaHne) Ha co3daHue
CUCTEMbI 3almTbl MHOPMaLUK UHEDOPMALMOHHOW cucTembl, pa3pabaTeiBaemble ¢ ydetom [OCT 34.602, [OCT P
51583 n OCT P 51624, n gomkHbl B TOM YMCre cogepxaTb:

Luenb 1 3agadn obecneveHus 3awmTbl MHQopMaLmMm B MHOOPMAaLIMOHHON CUCTEME;
Knacc 3aliuLeHHOCTM MHOoPMaLMOHHOMW CUCTEMBI;

nepedyeHb HOPMaTUBHbLIX MPABOBbLIX aAKTOB, METOANYECKMX OOKYMEHTOB U HauMOHalrbHbIX CTaHOAAPTOB, KOTOPbIM
AOJ1XHa COOTBETCTBOBATb I/IH(*)OpMaLI,VIOHHaﬂ CUCTEMAQ;

nepeyeHb 06BHEKTOB 3aLLUUTLI MHEDOPMALIMOHHOW CUCTEMBI;
TpeGoBaHNA K MepaM ¥ cpeacTBaM 3aLimTbl MHopMaLMK, NTPUMEHAEMbIM B MHGOPMaLMOHHON CUCTEME;

cTagumn (aTanbl paboT) co3gaHnsa CUCTEMbI 3aLMTbl MHPOPMAaLIMOHHOW CUCTEMBI;
(ab3au BBeaeH [pukaszom ®CTIK Poccum o1 15.02.2017 N 27)

TpeboBaHMA K NOCTaBnsieMbiM TEXHUYECKUM CpeacTBaMm, MporpaMMHoMy obecnedeHuto, cpedcTBaM 3alUuThl
MHdopMaLnu;
(a63au BeeaeH MNpukazom PCTIK Poccum ot 15.02.2017 N 27)

YHKLUMM 3aKas4dmka 1 onepatopa no obecneyvyeHmto 3awmTbl MHopMaumMm B MHOPMaLIMOHHON CUCTEME;
(ab3au BBeaeH [pukaszom PCTIK Poccum o1 15.02.2017 N 27)

TpeboBaHVa K 3awmTe cpeacTB U cuctem, obecneuvmBaromnx (PyHKLUMOHUPOBAHUE WHMOPMALMOHHOW CUCTEMbI
(obecneuunBatoLLert MHpPaCTPYKType);
(ab3au BBeaeH [pukaszom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHVa K 3awmTe mHdopMauun npu MHPOPMALMOHHOM B3aMMOAENCTBMU C WHLIMU MHAPOPMAaLMOHHBLIMU
cucteMamMm M MHAPOPMAaLMOHHO-TENEKOMMYHUKALUMOHHBIMU CETAMU, B TOM 4YuUCie C MHAPOPMAaLMNOHHLIMU CUCTEMaMMU
YMOSTHOMOYEHHOIo Nuua, a Takke Npu NPUMEHEHUWN BbIMUCNUTENbHBIX PEecypcoB (MOLLHOCTEN), npeaocTaBnsieMblxX
YMONHOMOYEHHbBIM NULOM AN 06paboTkun MHopMaLuuw.

[Mpn onpegeneHun TpebGoBaHUM K cUCTeMe 3alumTbl MHOpMauum MHGPOPMAaLNOHHOW CUCTEMbI YYMTBIBAKOTCS
NONoXeHns NonuTUK obecnedyeHnss MHPOPMaLMOHHON BGe3onacHoCcTM obnagaTtens uHgopmauun (3akasumka), a Takke
nonutuk obecneveHns WHpopmMaLunoHHon 6e3onacHOCTU onepaTtopa W YMOMHOMOYEHHOrO nuua B 4acTu, He
NpoTUBOpeYaLLen NonMTuKam obnagartenst uHdopmaumm (3akasymka).

(B pea. Mpukaza PCTIK Poccum o1 15.02.2017 N 27)

B cnyvae cosgaHns WHMOPMAUMOHHOW CUCTEMbl, (DYHKLMOHUPOBaHWE KOTOpOW Mpepnonaraetcs Ha 6ase
WMH(OPMALIMOHHO-TENEKOMMYHUKALMOHHON  UHAPACTPYKTypbl  LeHTpa 006paboTkM  [AaHHbIX,  OOMOMHUTENbHO
onpeensioTcs TpeboBaHus no 3awmTe nHdopmaumu, nognexatiue peanusaumm B
NHMOPMAaLMOHHO-TENEKOMMYHUKaLMOHHON MHppacTpyKType LeHTpa 06paboTku AaHHbIX.

(ab3au BeeaeH [Npukazom PCTIK Poccum ot 28.05.2019 N 106)

Pa3paboTtka cuctemsbl 3awmnTtbl MHopMaunm MHGHOPMaLMOHHON CUCTEMDI

15. PaspaboTtka cucTembl 3awWwmTbl MHopMauum WUHGOPMALMOHHONW CUCTEMbl OpraHudyeTcs obnagarernem
MHopmaLmm (3aKasymkom).
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

PaspaboTka cuctembl 3awmtbl MHdoOpMaLmMM MHPOPMAaLMOHHON CUCTEMBI OCYLLECTBIISIETCA B COOTBETCTBUM C
TEXHUYECKMM 3a[aHMEM Ha co3f4aHuMe WHQOPMAUMOHHOMW CUCTEMbI U (MNKM) TEXHUYECKMM 3adaHMeM (YacCTHbIM
TEXHUYECKUM 3aJaHVeM) Ha co3daHue CUCTEMbl 3alimTbl MHOPMaLUn MHAPOPMaLUOHHON cucTtemMbl ¢ ydyeTom [OCT
34.601 "WHdopmaumoHHas  TexHonorus.  Komnnekc  ctaHOapToB  Ha  aBTOMaTUM3UPOBaHHblE  CUCTEMBI.
ABTOMaTuampoBaHHble cuctembl. Ctagum cosnaHusa” (nanee - FOCT 34.601), TOCT P 51583 u TOCT P 51624 n B ToMm
yncne BKIYaeT:

NPOEKTMPOBaHNE CUCTEMBI 3aLUUTbLI MHAPOPMaLIMU MHOPMALIMOHHON CUCTEMB;
pa3paboTky aKcnryaTaLuuoHHON AOKYMEHTALMM Ha CUCTEMy 3aLmTbl MHPOpMaLnmM MHHPOPMAaLMOHHON CUCTEMBI;

MakeTupoBaHWe U TeCTMPOBaHWE CUCTeMbl 3alnTbl  UHGOPMaUMM MHPOPMALMOHHONW cUCTEMbl  (Mpu
HeobxoaMMocCTw).

Cuctema 3awmtbl MHOPMaLUN MHPOPMALMOHHOM CUCTEMbI HE AOSMKHA MPEnATCTBOBAaTb AOCTUXKEHUIO Lienewn
co3aHna UHPOPMALMOHHON CUCTEMBI U ee DYHKLIMOHUPOBAHNIO.

Mpu paspaboTke cucTemMbl 3anTbl MHpOpMaLMKM MHPOPMALMOHHOWM CUCTEMBI YYUTLIBAETCH €e MHHOPMaLMOHHOE
B3aUMOOEWNCTBUE C MHLIMU MH(POPMALMOHHBIMKU CUCTEMAMWN U MHPOPMALMOHHO-TENEKOMMYHMKALMOHHBIMU CETAMMU, B
TOM 4ncne ¢ MHPOPMALMOHHBIMU CUCTEMAMW YMOMTHOMOYEHHOIO Nuua, a Takke MNPUMEHEHWE BbIYUCIUTENBHBIX
pecypcoB (MOLLHOCTEN), NpeaoCcTaBnseMbIX YNOMHOMOYEHHbIM NMLOM Anst 06paboTkn nHdopmaLmu.

15.1. Npn NpoOeKTUPOBaHMN CUCTEMBI 3aLLNTbI MHpOpMaLMKM NHPOPMALMOHHON CUCTEMBI:

onpegensalTcs Tunbl cybbekToB goctyna (Monb3oBaTenu, Npouecchl N MHble CyObekTbl JOCTyna) u o6bekToB
[ocTyna, ABNALWMXCA 00beKkTaMu 3aLlmTbl (YCTPONCTBA, 06BbEKTbI hannoBonM CUCTEMbI, 3anyckaemMble U UCMOMHSAEMbIEe
MoZdynu, OObeKTbl CUCTEMbl ynpaBrneHuss 6azamu OaHHblX, OObEKTbl, cOo3haBaemble MNpUKNagHbiM NPOrpaMMHbIM
obecneyeHneM, UHble 0OBLEKTBI 4OCTYNA);

onpenensTca MeToAbl YNpaBreHUs OOCTYNOM (OMCKPELMOHHbIA, MaHOATHbINA, POreBoi UMW MHble MeToAbl),
TUMbI JOCTYyNa (4TeHWe, 3anuchb, BbINMOMHEHUE UMK MHble TWUMbl AOCTYMNa) U NpaBuna pasrpaHUdYeHns 4ocTyna cy6bekToB
Joctyna k obbektam fgoctyna (Ha OCHOBE CMMCKOB, MeTOK 6e30macHOCTW, poried M MHbIX MpaBun), nognexalume
peanusauum B MHOOPMaLIMOHHON cucTeme;

BblOMpaloTCa Mepbl 3awWwuTbl MHGOpMaumu, NoAnexawime peanumsauMmM B CcUCTeMe 3awuTbl UHOpMaumm
WHOPMALIMOHHON CUCTEMBI;

onpenenarTca BUAbl U TUNbI CPEACTB 3aWwuTbl MHGoOpMaLmmK, obecnevmBaroLne peanm3aumo TEXHUYECKNX Mep
3aWmThbl MHGOPMaLUK;

onpepnendaeTca CTpPykTypa CUCTEMbl 3alUUThbI I/IHCbOpMaLI,MI/I I/IHd)OpMaLI,MOHHOIZ CUCTEeMbI, BKIlO4aA COCTaB
(KOJ'II/I‘-IeCTBO) 1N MecCTa pa3MeLlleHNA ee 3aNNIEMEHTOB,;

OCYLLIECTBNAETCA BbIGOp CpeAcTB 3aluTbl MHGOPMAaLUK, CepTURULNPOBAHHBLIX Ha COOTBETCTBME TPEeGOoBaHUAM
no 6esonacHOCTU WHGOpPMaLUK, C Y4eTOM WX CTOMMOCTWU, COBMECTMMOCTM C MHEOPMALMOHHBIMU TEXHOMNOMMSMU U
TEXHUYECKUMU cpeacTBaMu, pyHKUMIN 6e3onacHOCTN 3TUX CpeAcTB U 0coGEHHOCTeN NX peanusaumun, a Takke Knacca
3aLLMLLEHHOCTU MHOPMALIMOHHOWN CUCTEMBI,

onpenenstoTca TpeboBaHUs K napameTpam HaCTPOWKM MporpaMmMHoOro obecneyeHusi, BkoYasi nporpammHoe
obecneyeHne cpeacTs 3alnTbl MHGOpMaUMK, obecneynBalolimMe peanusaumio Mep 3awmTbl MHOPMaUWK, a Takke
yCTpaHeHne BO3MOXHbIX YA3BMMOCTEW WHEPOPMALUMOHHON CUCTEMbl, MNPUBOASALMX K BO3HWUKHOBEHMIO Yrpo3
6e3onacHOCTM HOpMaLIMK;
(8 pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)

onpenenslTca  Mepbl  3alWuTbl  MHMOPMauuM Npu  UHPOPMALMOHHOM  B3aUMOAEUCTBUM C  MHbIMU
WH(OPMALMOHHLIMKA ~ cUCTEMaMU U MHGPOPMALIMOHHO-TENEKOMMYHUKAUMOHHBIMKM ~ CETSMW, B TOM 4ucne cC
MHOPMAaLIMOHHBIMI CUCTEMaMW YMOINTHOMOYEHHOIO Nua, a Takke Mpu MPUMEHEeHUN BbIYUCIIUTENBHBLIX PEecypCcoB
(MowHOCTe), NpegocTaBnNseMbIX YNOSTHOMOYEHHbLIM MLIOM Anst 06paboTki MHdopMaLUi.
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

Pesynbtatbl NPOEKTUPOBAHUA CUCTEMbI 3alnTbl MHGOPMaUUM UHAOPMALMOHHON CUCTEMbI OTpaXKalTca B
NMPOEKTHOW JOKYMeHTauun (3CKM3HOM (TEXHUYECKOM) npoekTe u (unu) B paboyen JOKyMeHTaunm) Ha MHPOPMALIMOHHYHO
cucTemy (cuctemy 3awuTbl MHOpMaumMmM MHEOOPMAaLMOHHON cUCTEMBbI), pa3pabaTbiBaembix ¢ ydyeTtom [OCT 34.201
"MIHbopMaLumoHHasa TexHornorus. Komnnekc ctaHgapToB Ha aBTOMAaTU3MPOBaHHbIE CUCTEMbI. Buabl, KOMNMEKTHOCTb U
0603Ha4YeHNe JOKYMEHTOB MpuW CO34aHMM aBTOMaTM3npoBaHHbIX cuctem” (ganee - FOCT 34.201).

MpoekTHasi AOKYMeHTauUmMsl Ha MHADOPMALMOHHYO CUCTEMY U (MNN) ee cUcTeMy 3alluTbl MHopMaLMK noasexar
COrMacoBaHN0 C ONepaTopoM MHPOPMALIMOHHON CUCTEMBI B Crlyyae, eCnv OH onpeaerieH TakoBbIM B COOTBETCTBUU C
3akoHoaTenbCTBOM Poccuiickon defepaunm kK MOMEHTY OKOHYAHUSI MPOEKTUPOBAHWUS CUCTEMbI 3aLLUTbI UHGOPMaLIMK
MHPOPMALIMOHHON CUCTEMbI U HE ABMSIETCS 3aKa34YMKOM AaHHOW UHCPOPMALIMOHHON CUCTEMBI.

Mpn oOTCyTCTBUM HEOOXOAMMbBIX CPeAcTB 3awuTbl MHOpMaUuKU, cepTUUUMPOBaHHBIX Ha COOTBETCTBME
TpeboBaHusM no 6esonacHoCTn nHdopMaLmm, opraHmsyeTtcs paspaboTka (gopaboTka) cpeacTs 3awWuTbl MHOpMaLUK
N ux cepTmuduKkaums B COOTBETCTBUUN C 3aKOHOAATeNbCTBOM Poccuiickon deaepaumm unv npon3BoanTCSa KOPPEKTMPOBKA
NPOEKTHbIX peLleHnn Mo WH(OPMaALMOHHON cucteme U (MNn) ee cucteMe 3alinTbl MHGOpPMaUMM C Yy4eToM
PYHKLMOHAmbHbIX BO3MOXHOCTEN MMEIOLLMXCHA CEPTUDULNPOBAHHBIX CPEACTB 3alnTbl UHCbopMaunK.

Mpu NpoekTMpoBaHUN cMCTEMbI 3aWwmnTbl MHpOpMaLnM NHHPOPMALIMOHHON CUCTEMBI, PYHKLUMOHUPOBaHNE KOTOPOK
npegnonaraetcs Ha 6ase MHMOPMaLMOHHO-TENEKOMMYHUKALMOHHON MHAPPACTPYKTYpPbI LieHTpa 06paboTku AaHHbIX, Ans
BGnoKMpoBaHUs aKkTyanbHbIX yrpo3 6e3onacHocT MHopMaLuumn MoryT ObiTe NPUMEHEHbI Mepbl 3aluTbl MHopmaumn,
peanusyemble B MHOPMaLMOHHO-TENEKOMMYHMKaLMOHHON NHAPaCTPYKType LeHTpa ob6paboTkv AaHHbIX.

(ab3au BeeaeH [Npukazom PCTIK Poccum ot 28.05.2019 N 106)

15.2. PaspaboTka akcnnyaTauMOHHOW LOKYMEHTaAUUW Ha CUCTEMY 3aluTbl MHGOPMaUMU UHEOPMALMOHHOM
CUCTEMbI OCYLLIECTBIIAETCA B COOTBETCTBUM C TEXHUYECKUM 3a4aHUEM Ha CO3[aHNE MHPOPMALMOHHON CUCTEMBI U (MnK)

TEXHUYECKMM 3adaHMem (Y4acTHbIM TEXHUYECKMM 3adaHMeM) Ha CO3daHue CcucTeMbl 3awmTbl  MHGOPMaLMK
MHOPMALIMOHHON CUCTEMBI.

OkcnnyaTaumoHHas OOKYMEHTauuMsi Ha CUCTeMy  3awutbl  MHOPMAaUUK  MHAOPMALMOHHOW  CUCTEMbI
paspabatbiBaeTca ¢ ydyetom [OCT 34.601, [OCT 34.201 u F'OCT P 51624 n pomkHa B TOM 4uCne copepxatb
onucaHue:

CTPYKTYPbl CUCTEMBI 3aLUUTLI MHOPMaLUN NHPOPMALIMOHHON CUCTEMBI;

COCTaBa, MeCT YyCTaHOBKMK, NMapamMmeTpoB U MNnopsAnka HaCTpOVIKM cpencTs 3aWnThl VIH(bOpMaU,I/IVI, nporpaMmmMmHoro
obecneyeHnst 1 TEXHUYECKUX CpeacrTs,

npasun akcnnyartaumm CUCTeEMbI 3aLLUUTDbI MHd)OpMaLIMI/I MH(*)OpMaLI,I/IOHHOﬁ CUCTEMBbI.

15.3. MNpu mMakeTUpoBaHUN U TECTUPOBAHMUM CUCTEMbI 3aLLUTbl MHOPpMaLMN UHAOPMALIMOHHON CUCTEMbI B TOM
yncne OCyLLEecTBASTCA:

npoBepka paGOTOCﬂOCO6HOCTM n  COBMECTUMOCTMU Bbl6paHHbIX cpeancTts  3alUThl MHCbOpMaLI,VIVI C
VIHd)OpMaU,VIOHHbIMVI TEXHONOIMAMUN N TEXHNYECKNMU CpeaCTBaAMMU;

npoBepka BbIMNOMHEHWUS BblBpaHHbIMK cpeAcTBaMu 3aliMTbl MHGOpMaumn TpeboBaHMN K cuUcTeme 3awmThbl
WHopmaLmm NHHPOPMaLMOHHON CUCTEMBI;

KOPPEKTUPOBKa MPOEKTHbIX PeLUeHWn, pa3paboTaHHbIX MpU CO34aHMM WHAOPMALMOHHOW cucTembl K (Mnu)
CUCTEMBI 3aLWUTbI MHOPMaLMKN MHPOPMALIMOHHOW CUCTEMBI;

ab3al uckntoyeH. - [Mpukas PCTOK Poccum ot 15.02.2017 N 27.

MakeTupoBaHne CUCTEMbl 3aliuTbl WHMOPMaUMM WHEPOPMALMOHHOMW CUCTEMbI U €e TecTUpoBaHWe MOXeT
NpoOBOAUTLCA B TOM YUCIE€ C MCMONb30BaHWEM CPEACTB U METOAOB MOAENUPOBaHUSA WUHEMOPMAUMOHHbBIX CUCTEM WU
TEXHONOrMM BUpTYyanusaumu.

BHepapeHue cucTeMbl 3almUTbl MHOPMaLMM MH(POPMaLMOHHOM CUCTEMBI
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

16. BHegpeHune cuctembl 3awmTbl UHGOPMaUMM WHAOPMALMOHHOW CUCTEMbI OpraHusdyetcss obnagarenem
MHdopmaLmm (3aKasymkom).

BHeagpeHune cuctembl 3awmnTbl MHGOPMaLMM MHPOPMALIMOHHON CUCTEMbl OCYLLECTBNSAETCA B COOTBETCTBUW C
MPOEKTHON U JKCNNyaTauMOHHOW AOKYMEHTauMen Ha cuctemy 3awmTbl MHdopmaumm MHPOPMaLMOHHON CUCTEMBI U B
TOM UMCIe BKIHOYaeT:

YCTaHOBKY M HAaCTPOWNKY CpeacTB 3aLmTbl MHPOPMaLUKN B MHPOPMALIMOHHOW CUCTEME;

pa3paboTKy JOKYMEHTOB, ONpeAensioWmMX Npasuna u npoueaypsl, peanusyemMble onepaTtopomM Ans obecneveHus
3awmTel  MHopMauMum B MHPOPMAUMOHHOMW  cucTeMe B Xoge  ee  aKkchnfyatauun — (ganee -
OpraH13auUnMOoHHO-pacnopsaanTENbHbIE AOKYMEHThI MO 3alimMTe nHdopmaumn);

BHeJPeHWe OpraHn3aLnoHHbIX Mep 3alUMTbl MHopMaLuuu;

npeaBapuTenbHble UCNbITaHWUA CUCTEMbI 3aLnUTbl UHOpMaunn NHHPOPMaLIMOHHOW CUCTEMBI;

OMbITHYIO 3KCMyaTauuio CUCTEMbI 3awnTbl MHOPMaLMM UHDOPMALMOHHOW CUCTEMBI;

aHanus ysa3BumMocTen MHOOPMAaLMOHHOW CUCTEMbBI U MPUHATME MepP 3alUnTbl MHPOPMaLMN MO NX YCTPaAHEHUIO;

NPUEeMOYHbIE UCNbITAHUS CUCTEMBI 3aLLMTbI MHPOpMaLun MHPOPMAaLMOHHON CUCTEMBI.

K BHedpeHuto cucTeMbl 3aWuTbl MHGOpPMauUM MHGOPMALMOHHOM CUCTEMbl MpPUBAEKAeTCa onepaTtop
WHOPMALMOHHONW CUCTEMbl B Cryyae, €CrnvM OH onpedeneH TakoBbiM B COOTBETCTBUM C 3aKOHOOATENbCTBOM
Poccuiickon depepaumm K MOMEHTY BHeOpPeHMs CUCTEeMbl 3awimTbl MHAOPMaUMM MHADOPMAaLMOHHON CUCTEMbI U HEe
ABNSAETCH 3aKa3yNKoM JAaHHON MHOPMALIMOHHON CUCTEMBI.

16.1. YcTaHOBKa 1 HacTporka cpeacTB 3almTbl MHGOpMaUumM B UHOPMALIMOHHOW cUCTEME O0STKHa NPOBOANTLCA
B COOTBETCTBUM C SKCrryaTauMOHHON JOKYMeHTaunen Ha cuctemy sawmtbl MHopMauum MHPOPMaLMOHHON CUCTEMBI
1 OOKYMEHTauMen Ha cpeacTsa 3alumTbl MHopMauuu.

CpegcTBa 3awuTbl MHOPMaL MK, ycTaHaBnMBaeMble B UHPOPMALIMOHHOW cucteme, pyHKUMOHUpYOLLEN Ha 6ase
VMHOPMALMOHHO-TENEKOMMYHUKaALMOHHON MHPACTPYKTYpbl LieHTpa 00paboTku AaHHbIX, JOIMKHbI OblTb COBMECTUMBI
Mexay cobon, a Takke co cpeacteamu 3aWunThI nHdopmaumm, yCTaHOBMEHHbIMY B
WMHOPMALIMOHHO-TENEKOMMYHUKaLMOHHON MHAPACTPYKTYpe LeHTpa 06paboTkm AaHHbIX.

(ab3au BBeaeH [pukazom PCTIK Poccum o1 28.05.2019 N 106)

16.2. PaspabartbiBaemble OpraHu3aLMOHHO-pacnopsauTeNibHble OOKYMEHTbI MO 3almte WMHopMaumm LOOMKHbI
onpenenATb Npasuna v npoueaypbl:

ynpasneHus (aAMUHUCTPUPOBAHNS) CUCTEMOM 3aLUnTbl MHOpMaLUUM NHGHOPMaLIMOHHON CUCTEMBI;

BbISIBIIEHNS VMHUUOEHTOB (OQHOrO COBLITUA unu rpynnbl COObLITMI), KOTOpble MOryT NpMBECTU K cOosm unu
HapyLweHUo  (PYHKLUMOHUPOBAHUS WMHAOPMAaLMOHHON CUCTEMbI U (MNM) K BO3HUKHOBEHWIO Yrpo3 Ges3onacHoCTU
WHdopmaumm (ganee - MHUMOEHTbI), U pearnpoBaHUs Ha HUX;

ynpaBneHus KoHdurypaunen aTtteCToBaHHOW WMH(OPMAUMOHHOW CUCTEMbI U CUCTEMbI 3aLMTbl MHOPMaLUn
WHOPMaLMOHHON CUCTEMBI;

KOHTponsi (MOHWTOpWHra) 3a obecrnedYeHnem YpPOBHSA 3alLMLLEHHOCTU MHopMauun, cogepXkallencs B
WHGOPMAaLMOHHON CUCTEME;

3awunTbl I/IH(*)OpMaLI,VII/I npu BblBOAE M3 3KCMNJlyaTaunmn I/IHq.)OpMaLLI/IOHHOI7I CUCTEeMbl UNn nocne nNpuHATUA peLleHna
06 okOH4YaHWMK 06paboTKN MHpopMaLUN.

16.3. Npu BHeAPEHUN OpPraHM3aLMOHHbIX MEpP 3aLMTbl MHOPMAaLUKN OCYLLECTBASIOTCA:

peanusauuna npaBun pasrpaHUH4eHna [OoCTyna, pernaMmeHTUpyrwmx npasa AOoCcTyna Cy6'beKTOB noctyna K
obbekTam nocrtyna, u BBedeHue orpaqueHMVl Ha OencTBua nosfb3oBaTenen, a TakKe Ha WM3MEHeHue YCJ'IOBI/IIZ
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

3KCMyaTaumm, cocTaBa U KOHUIrypaumm TEXHUYECKUX CPEACTB U NPOrpaMMHOro obecneyeHus;

npoBepka MOMHOTbI U AeTanbHOCTU ONUCaHUS B OpraHU3aLMOHHO-PACMOPSAUTENbHBIX OOKYMEHTax Mo 3awute
WHOPMaUMN  OENCTBUM MONb3oBaTeENen W agMUHUCTPATOPOB MHGOPMALMOHHOM CUCTEMbI MO peanusauuu
OpraHM3auMOHHbIX Mep 3awuTbl HOPMaLNK;

oTpaboTka AEeWCTBMIA LOMKHOCTHLIX NWL M noapasfernieHuin, OTBETCTBEHHbIX 3a peanu3auuio Mep 3aluThbl
WHopmaumn.

16.4. lNMpenBapuTenibHble UCNbITAHUA CUCTEMbI 3alLNTbl MHopMaL MM MHPOPMAaLMOHHOW CUCTEMBI MPOBOASTCA C
yyetom [OCT 34.603 "MHdopmaumoHHas TexHonorus. Buabl ncnbiTaHum aBTOMaTU3MpOBaHHbIX cucteM" (ganee -
FOCT 34.603) n BknoyaT MNpoBepKy paboTOCNOCOBHOCTU CUCTEMBbI 3alMTbl WMHGOPMaLUM UHGPOPMALIMOHHON
CUCTEMbI, @ TaKKe MPUHATUE peLleHUss O BO3MOXHOCTU OMbITHOW 3JKChnyaTauuM cucTembl 3awutbl MHOpMaLnn
MHOPMALIMOHHON CUCTEMBI.

16.5. OnbITHas akcnnyaTaums cMcTeMbl 3amUTbl HOPMaLUM MHPOPMAaLIMOHHON CUCTEMBI MPOBOAUTCH C YYETOM
[OCT 34.603 n BkNtoyaeT NpoBepKy (PYHKLMOHUPOBAHUS CUCTEMbI 3aLUMTbI MHOpMaL MHHOPMALIMOHHOW CUCTEMBI,
B TOM 4YuChe peannsoBaHHbIX Mep 3alUMTbl MHOpMaLun, a Takke roTOBHOCTb Monb3oBaTenen U agMUHUCTPaToOpPOB K
3KCnnyaTaumum CUCTeMbI 3aLmUTbl MHpopMaLMM MHPOPMAaLMOHHON CUCTEMBI.

16.6. AHanu3 ys3BUMOCTEN WHGOPMALMOHHON CUCTEMbI MPOBOAMTCS B LENsAX OLEHKU BO3MOXHOCTU
NpeoaoneHnss Hapywmtenem CcucTembl 3aluTbl WMHGOPMaUUM MHAOPMALNOHHOM CUCTEMbI U MNpPeAoTBpaLLEHMS
peanusauum yrpo3 6e3onacHoCT1 MHpopmaLuu.

AHanus yasBuUMOCTEN WHGOPMALMOHHOW CUCTEMbI BKMAKOYAET aHanui3 YyaA3BMMOCTEW CPeACcTB  3aluTbl
WHOpMaLMK, TEXHUYECKMX CPEeaCTB 1 NporpaMmmMHoro obecneyeHnss MHMOOPMAaLIMOHHON CUCTEMBI.

Mpu aHanuse yA3BMMOCTENW WMHAOPMALMOHHON CUCTEMbI MPOBEPSETCA OTCYTCTBUE M3BECTHBLIX YA3BMMOCTEN
CPEACTB 3aliMTbl MHAOPMaLUKM, TEXHWYECKUX CpedcTB M MporpaMmHoro obecrneyeHus, B TOM YuUClle C Yy4eToM
MHopMaLMK, UMetolercs y pa3paboTyurKoB U MOMyYEeHHON M3 APYrMX 06LEedOCTYNHbIX MCTOYHWUKOB, MPaBWUiIbHOCTb
YCTaHOBKM W HACTPOWKM CPEACTB 3aluThl MHOPMaLNK, TEXHUYECKMX CPEACTB U NporpaMMHOro obecrneydeHus, a Takke
KOPPEKTHOCTb PpaboTbl CPEACTB 3aluUTbl MHOPMAaUMK MPU UX B3AUMOAENCTBUMM C TEXHUYECKUMMU CpeacTBamMu U
nporpaMMHbIM obecreyeHmeM.

B cnyyae BbisSBReHWs ysa3BUMOCTEM  MHMOPMALMOHHOW  CUCTEMbI, MPUBOAALMX K  BO3HWKHOBEHWUIO
OOMONHUTENBHBIX Yyrpo3 6Ges3onacHoCTM MHgOpMauun, MPOBOAMTCA YTOYHEHMe Mogenu yrpo3 6e3onacHocTu
I/IH(*)OpMaLLI/II/I n npun H606XOD,VIMOCTVI NPUHNMAKTCA OONONMHUTENbHbIE MepPbl 3allunTbl Mchopmau,mm, HanpasJieHHble Ha
yCTpaHeHVe BbISIBNEHHbIX YS3BUMOCTEN UM UCKITHOYatoLLMe BO3MOXHOCTb MCMOMNb30BaHNS HapYLUMTENEM BbISiIBNIEHHbIX
YS13BUMOCTEN.

Mo pesynbTataMm aHanmM3a yA3BMMOCTEN [OOJDKHO ObiTb MOATBEPXOEHO, YTO B MHAOPMALMOHHOW CUCTEME
OTCYTCTBYIOT YA3BUMMOCTW, copepalimecs B 6aHke AaHHbIX yrpo3 6esonacHoctu mHgpopmaumm ®CTIK Poccun, a
Takke B MHbIX UCTOYHUKAX, UMK MX MCNOMNb3oBaHWe (3KcnnyaTauus) HapyLwmTenemMm HEBO3MOXHO.

(ab3au BBeaeH [pukaszom PCTIK Poccum ot 15.02.2017 N 27)

16.7. TpyemMoyHble MWCMbITaHUS CUCTEMbI 3aliMTbl WUHGOPMaUUM WHEGOOPMALMOHHOW CUCTEMbI NPOBOAATCS C
yyetom [OCT 34.603 wn BkNOYaAKOT MPOBEPKY BbINOMAHEHMS TpeboBaHW K cucTeme 3awuTbl MHdOpMaLUn
WHOPMALMOHHOW CUCTEMbI B COOTBETCTBMM C TEXHWYECKUM 3afaHWEM Ha cosfaHue WHOPMAUMOHHOW CUCTEMbI U
(Mnn) TexHudeckuMm 3ajaHuveM (4aCTHbIM TeXHUYECKMM 3aJaHuMeM) Ha Cco3[aHwe CcUcTeMbl 3aluTbl MHGOopMAaLMK
MHOPMALIMOHHON CUCTEMBI.

ATtTecTtaumsa MHPOPMaLNOHHOM CUCTEMbI U BBOA €€ B AieICTBUE
17. ATTecTaums MH(OPMAaLMOHHOM CUCTEMbI OpraHusyeTcsi obnagaTtenem uHdopmaumm (3aka3vymkoM) Wnu
onepaTopoM W BKIOYAET NPOBEAEHME KOMMIIEKCA OPraHM3auMOHHbIX U TEXHUYECKMX MEPONPUSATUI (aTTeCTaLMOHHbIX
UCMbITaHWI), B pe3ynbTate KOTOpbIX NOATBEPXKAAETCA COOTBETCTBUE CUCTEMbI 3aLUThI MHGOPMALMM MHPOPMALMOHHOW
cUCTEeMbI HacTosAwmm TpeboBaHUsIM.

I'IpOBe,quvle aTTeCTalMOHHbLIX UCMNbITAHWUIA I/IHCbOpMaLI,MOHHOIZ CUCTEeMbI OOJKHOCTHbIMU NnuamMmun (pa6OTHMKaMI/I),
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

OCYLLECTBMAILMMM MPOEKTUPOBAHME M (UNN) BHEAPEHUE CUCTEMBI 3aLUUTbI MHpopMaunn MHPOPMALIMOHHON CUCTEMBI,
He gonyckaeTcs.
(ab3au BeeaeH [Npukazom ®CTIK Poccum ot 15.02.2017 N 27; B peq. [Npukaza PCTIK Poccum ot 28.05.2019 N 106)

17.1. B kayecTBe MCXOAHbIX AaHHbIX, HEOBXO0ANMBIX ANA aTTecTaunm MHPOPMaLMOHHON CUCTEMbI, NCMONb3YTCS
MoAernb yrpo3 6e3onacHoCTN MHpopmaumn, akT knaccudmrkaunum MHOOPMaLUMOHHON CUCTEMBI, TEXHUYECKOE 3adaHne Ha
co3sgaHve MHPOPMALMOHHOW cUCTeMbl U (MNWN) TEXHUYECKoe 3adaHue (4acTHOoe TEeXHWYecKoe 3afdaHue) Ha cosgaHue
CUCTEMbI 3alUnTbl VIH(*)OpMaLI,I/II/I I/IH(*)OpMaLI,VIOHHOVI CUCTeMbl, NpOeKTHaa W 3KcninyaTauuoHHaa AOKyMeHTauua Ha
cucTemy 3awmtbl MHOpMaLUN UHEGOPMALMOHHON CUCTEMbI, OpraHM3auMOHHO-pacnopsaUTENbHbIE AOKYMEHTbl MO
3awwmTe MHpopmauun, pedynbTaThl aHanu3a ysa3BumMocTen MHOPMaLMOHHON CUCTEMBI, MaTepuarsl NpeaBapUTENbHbIX
N MPUEMOYHBIX UCMBITAHWA CUCTEMBI 3alMTbl MHOPMaLUM MHPOPMALMOHHOW CUCTEMbI, @ TakkKe MHbIE OOKYMEHTbI,
paspabaTtbiBaeMble B COOTBETCTBUM C HacToAwmmmn TpeboBaHuamu.

17.2. ATtTectauma MHGOPMALMOHHOM CUCTEMbI MPOBOAUTCA B COOTBETCTBMM C MPOrpamMmMon U MeToaMKaMm
aTTecTauWOoHHbIX UCMbITaHUI 00 Hadana obpaboTku MHopmauun, noanexatlen 3awmuTte B MHOOPMAaLIMOHHON CUCTEME.
[na npoBegeHust aTTecTauun WHMOPMALMOHHOM CUCTEMbI MPUMEHSAOTCA HaUMOHamnbHble CTaHAapThl, a TaKke
MeToaM4ecKne JOKYMEHTbI, pa3paboTaHHble n yTBepxaeHHble PCTIOK Poccun B COOTBETCTBMM C MOAMNYHKTOM 4 MYHKTA
8 TlMonoxeHns o PepepanbHoOM cryxbe MO TEXHUYECKOMY M IKCMOPTHOMY KOHTPOIIO, YTBEPXAEHHOro YkKa3om
MpesugeHTa Poccuiickon ®epepauum ot 16 aBrycta 2004 r. N 1085.

Mo pelleHuto 3akas3uymka (onepaTopa) aTTECTAUMOHHBIE UCMbITAHUA MOTYT ObITb COBMELLEHbI C NPOBEAEHMEM
NPUEMOYHbIX NCMNbITAHNN NHPOPMALIMOHHON CUCTEMBI.
(ab3au BeeaeH MNpukazom PCTIK Poccum ot 28.05.2019 N 106)

Mo pe3ynbTataM aTtTeCTauyMOHHbIX ncnbiTaHum O(bOpMﬂFllOTCFl NPOTOKOJIbl aTTECTAUUNOHHbIX NCNbITaHUN,
3aKro4yeHne O COOTBEeTCTBUN MHCpOpMaLlVIOHHOVI CUCTEMDI TpeGOBaHVIFIM O 3auwute VIH(bOpMaU,I/IVI n artrecrtart
COOTBETCTBUA B Cliyvae MoJ1I0OKUTENbHbIX pe3yfibTaToB aTTeCTalMOHHbIX ncnbliTaHWN.

Mpn npoBedeHUM aTTEeCTAUMOHHBLIX WCMbITAHUA OOMKHbI MPUMEHSITLCS  Creaylowmne MeToAbl MPOBEPOK
(ncnblTaHun):
(ab3au BBeaeH [pukaszom PCTIK Poccum o1 15.02.2017 N 27)

3KCMEePTHO-AOKYMEHTambHbIN  MeToA, MpedycMaTpyBalolMiA  MPOBEPKY COOTBETCTBUA CUCTEMbI  3aLLMThbI
NHopmaLm NMHPOPMALIMOHHON CUCTEMbI YCTAaHOBMEHHLIM TPeBoBaHUSAM Mo 3almuTe MHGOPMaLMK, HA OCHOBE OLIEHKM
3KCMyaTaumMoOHHOW [OKYMEHTALUN, OpraHn3aLMOHHO-PacnopsiAMTeNbHbIX LOKYMEHTOB MO 3aliMTe MHgopmauun, a
TakKke ycnosuin YHKUNOHNPOBAHNA MHAOPMALIMOHHOW CUCTEMBI;
(ab3au BeeaeH MNpukazom PCTIK Poccum ot 15.02.2017 N 27)

aHanu3 ysa3BUMOCTEN MHAOPMALUNOHHOM CUCTEMbI, B TOM 4MUCrE BbI3BAHHbIX HEMNPaBUIIbHOW HaCTPOMKON
(koHUrypmpoBaHMeM) NPorpaMMHOro obecneyeHns n CpeacTB 3aWmUTbl HPOPMaLMK;
(ab3au BBeaeH [pukaszom PCTIK Poccum o1 15.02.2017 N 27)

UCNbITAHMSA CUCTEMbI 3alunTbl MHPOPMALMKU NYyTEM OCYLLECTBMEHUST MOMNbITOK HECAHKLMOHMPOBAHHOIO AOCTyNa
(BO3aencTBUS) K MHCDOPMALIMOHHOM cucTeMe B 06Xx0f ee CUCTEMbI 3aLUThl MHGOPMaLIMK.
(ab3au BBeaeH [pukaszom PCTIK Poccum ot 15.02.2017 N 27)

17.3. [onyckaetcs artTectaums WMHPOPMALUMOHHOMW CUCTEMbI Ha OCHOBE pes3ynbTaToB aTTeCTalWOHHbIX
UCNbITaHWA BblgENeHHOro Habopa cermMeHToB WHEMOPMALMOHHON CUCTEMBbI, peanuaylolmx MOMHYK TEXHOMOru
06paboTkn MHpopmMauumn.

B atom crnyyae pacnpocTpaHeHue atTectata COOTBETCTBMS Ha OpYyrMe CerMeHTbl MHOPMALMOHHON CUCTEMbI
OCYyLLECTBMAETCA MpW  YCMOBUU WX COOTBETCTBUA CErMEeHTaMm WMHMOPMALIMOHHON  CUCTEMbI, MpOLUeALLNM
aTTecTalUMOHHbIE UCTMbITAaHNS.

CermeHT cunMTaeTcs COOTBETCTBYIOLUMM CErMeHTY WMH(OPMAaLMOHHOW CUCTEMbl, B OTHOLLUEHMM KOTOPOro Obinu
npoBedeHbl aTTeCTauMOHHbIE WCMbITAHUSA, €CnvM AN YyKa3aHHbIX CErMeHTOB YCTaHOBMEHbl OAMHAKOBblE Knacchl
3almLleHHoCcTn, yrpo3bl  Ge3onacHoCcTM  uWHOpMauuMW, peanu3oBaHbl OOWHAKOBbIE MNPOEKTHble peLueHns Mo
WMH(OPMALIMOHHOW CUCTEME N ee cucTeMe 3aLmTbl MHOpMaLmK.
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

CooTBeTCcTBME CErMEHTa, Ha KOTOPbIN PacnpoOCTpaHAeTCs atTectaT COOTBETCTBUSA, CErMEHTY MHOPMaLMOHHON
CUCTEMbI, B OTHOLUEHWA KOTOPOro ObiNM nNpoBedeHbl aTTeCTauMOHHblE WCMbITaHUA, NOATBEepXOaeTcsa B XoAe
NPUEMOYHbLIX UCMbITAHUN MHAPOPMALIMOHHON CUCTEMBI UITN CETMEHTOB MH(POPMaLMOHHOWN CUCTEMBI.

B cermeHTax MHOPMALIMOHHON CUCTEMBI, HA KOTOPblE pacnpocTpaHAeTca aTTecTaT COOTBETCTBUS, OnepaTopomM
obecneunBaeTcsa cobnogeHne aKCnnyaTauMoHHON AOKYMEHTALUUN Ha CUCTEMY 3alLUTbI MHOpMaLMK HAOPMALIMOHHOA
CUCTEMbI 1 OpraHN3aLMOHHO-PaCMoPAANTENbHBLIX JOKYMEHTOB Mo 3aliuTe MHopMaLmn.

OcobeHHoCTU aTTecTauuyM MHAOPMALIMOHHON CUCTEMbI Ha OCHOBE pe3yNbTaToB aTTeCTaLMOHHbLIX WCbITaHWi
BblAeNIeHHOro Habopa ee CerMeHTOB, a TaKke YCIOBUS U MOPSOOK pacnpoCTpaHeHWs atTectata COOTBETCTBUA Ha
ApYyre cerMmeHTbl MHPOPMAaLIMOHHON CUCTEMbI OMPEAENSIOTCS B MPorpaMmMe U MeToAMKax aTTeCTalUMOHHbIX UCTbITaHWIA,
3aKMYeHUN 1 aTTecTaTe COOTBETCTBUS.

17.4. ATTecTtaT COOTBETCTBUSA BblOaeTCs Ha BeCb CPOK 3KChnyaTtaumm uHgopmaumoHHon cuctembl. Onepartop
(obrnapgaTtene MHOpPMauMKn) B XOA4e IKcnnyataumnm MHAOPMAaLMOHHOM cucTeMbl AormkeH obecneuvvBatb MoOOOepXKKy
COOTBETCTBUA CUCTEMbI 3awuTbl MHGOPMauMM aTTecTaTy COOTBETCTBMA B pamMKax peanusaumm MeponpuaTui,
npeaycMOTPEHHbIX NyHKTOM 18 HacToawmx TpeboBaHui.

(n. 17.4 B pen. [pukaza PCTIK Poccum ot 28.05.2019 N 106)

17.5. Beoag B gencrene MHMPOPMALMOHHON CUCTEMBbI OCYLLECTBISETCA B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuiickon ®epepaummn o6 nHpopmaumm, MHPOPMAaLIMOHHBIX TEXHOSOMMUSX U O 3awmTe uHpopmaumm n ¢ ydetom [OCT
34.601 v npn Hanu4nn aTTecTata COOTBETCTBUSA.

17.6. VHdopmauMoHHble cucTembl, GYHKUMOHUpYOWMEe Ha 6ase obwen uWHppacTpykTypbl (Cpeacts
BbIYMCIUTENBHON TEXHWKKU, CEPBEPOB TENEKOMMYHMKALMOHHOIO 00OpyooBaHUA) B KayecTBe MPUKIagHbIX CEPBUCOB,
noanexart atTectaunm B COCTaBe yKasaHHOW MHAPPACTPYKTYPbI.

B cnyyae ecnu wuHdopmaumMoHHas cucTtema cosgaeTcd Ha 6ase MHOPMAaLMOHHO-TENEKOMMYHUKALMOHHOW
WMHPACTPYKTYpbl LieHTpa 0O6paboTKM [aHHBLIX YMNOMHOMOYEHHOrO fNvua, Takas WHGpaAcTpykTypa LeHTpa obpaboTku
OaHHbIX JOMmkHa ObITb aTTeCTOBaHa Ha COOTBETCTBME HacTosAwmM TpeboBaHuaM.

(B pea. MNpukaza PCTIK Poccum ot 28.05.2019 N 106)

Mpn atTectauum UHPOPMALMOHHON CUCTEMbI [OIDKHbI MCMOMb3YTCA pe3ynbTaTbl aTtrectauun obLiew
MH(PaCTPYKTYpbl onepaTopa MHpOPMaLNOHHOW CUCTEMBI.

(n. 17.6 BBegeH [pukazom PCTIK Poccum ot 15.02.2017 N 27)

O6ecneyeHne 3awWmTbl UH(OpMaLMK B XoAe IKCnyaTauum
aTTecTtoBaHHOW MH(OPMALMOHHON CUCTEMDI

18. O6GecneyeHve 3awmTbl MHGpOpPMaAUUM B XO4Ee IKCMyaTaumu VIH(bOpMaLI,VI/IOHHOVI CUCTEMbI  [JOMKHO
OCyLLEeCTBNATLCA onepaTopoM B COOTBETCTBUM c 3KCMnyaTaumoHHOM OOKyMeHTaunen n
OpraHM3auUMOHHO-PaCcNoPAANTENBHLIMU JOKYMEHTaMM MO 3aLuuTe MHopMaLmm 1 BKIIOYaTb CleayoLwmne MeponpusaTms:

nnaHMpoBaHWe MeponpuaTUn No 3aLmuTe nHdopmMaLmm B UHPOPMaLIMOHHON CUCTEME;

aHanus yrpos 6e3onacHocT nHgopmaumm B MHHOPMAaLMOHHON CUCTEME;

ynpasrneHue (aAMUHUCTPUPOBaHNE) CUCTEMON 3aLnTbl MHPOPMAaLIMKN UHPOPMALIMOHHOW CUCTEMBI;

ynpasneHue KoHurypaumein MHPOPMaLMOHHON CUCTEMBI U €€ CUCTEMOWN 3aLLNTbI MHOopMaLmK;

pearMpoBaHne Ha MHUWAEHTHI;

NMHpopMmpoBaHne n obyveHne nepcoHana MHPoOPMaLMOHHON CUCTEMBI;

KOHTpOnb 3a obecrneyeHVeM YpPOBHSI 3aLUMLLEHHOCTM MHdOopMauuKn, copepxawencs B  MHEPOPMALMOHHOM

cucTeme.
(n. 18 B pea. [pukaza PCTIK Poccum o1 28.05.2019 N 106)
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

18.1. B xoge nnaHWpoBaHWa MepONpuUATAA NO  3awmte uHopMauunm B  UHAPOPMALMOHHOW CcUcTeEME
OCYLLEeCTBNAITCS:

onpeferneHne nuy, OTBETCTBEHHBLIX 3a MMAHMPOBAHWE U KOHTPOSIb MEPOMNPUSITUA NO 3alimTe MHopmauun B
WHGOPMAaLMOHHOWN CUCTEME;

onpepeneHne nuu, OTBETCTBEHHbLIX 3a BbiABI1€HNE MHLUNOEHTOB U pearnpoBaHne Ha HUX;

pa3paboTka, yTBepXKAeHNe 1 akTyanusauus nnaHa MeponpuaTvii No 3awmTte MHGOpPMauuM B MHGOPMaLMOHHON
CUCTEME;

onpepgeneHne nopAagka KOHTPONA BbINONMHEHUA MepoanﬂTMﬁ no obecnevyeHntio 3aWUTbI I/IHCbOpMaLI,MI/I B
VIH(bOpM&U,I/IOHHOVI cucreme, npeayCMOTPEHHbIX YTBEePXAEHHbIM MNMJ1aHOM.

MnaH meponpunaTnini No 3alimMTe MHpopmaumm B MHOOPMALMOHHOW CUCTEME YTBEPXAaeTCs BMeCTe C NpaBoBbIM
aKTOM opraHa MCMOHUTENbHOM BriacTu 0 BBOAE MHAPOPMALMOHHOM CUCTEMBI B SKCMyaTauumio.

KoHTponb BbLINOMHEHUSI MepPONpUSITUA, NPedyCMOTPEHHbIX MNaHOM MEepONpUATUA Mo 3awuTe uHdpopMauum B
MHOPMAaLIMOHHON CUCTEME, OCYLLIECTBMAETCS B CPOKW, ONpeferneHHble YKasaHHbIM NiiaHoM.
(n. 18.1 B pea. [pukaza PCTIK Poccum ot 28.05.2019 N 106)

18.2. B xoge aHanusa yrpo3 6e3onacHocTn uHdopmaumnm B MHPOPMaLMOHHON CUCTEME B XO4E €€ 3KCnyaTaumm
OCYLLECTBMAITCS:

BbISIBIIEHWE, aHanM3 n ycTpaHeHne ysa3BMMocTen NMHAOPMaLMOHHON CUCTEMBI;

aHanm3 n3meHeHus yrpo3 6e3onacHocTi nHdopmaumm B MHOPMaLMOHHOW CUCTEME;

OLeHKa BO3MOXHbIX NOCNeACTBMI peanu3aunm yrpo3 6esonacHocTn nHdopmMalmm B UHPOPMaLMOHHOW cucTeme.

MeprognyHocTb nposedeHus yKa3aHHbIX pabot onpegenseTcs onepaTtopomM B
OpraHM3auUMoHHO-pacnopsaanTEnbHbIX AOKYMEHTax no 3almTe nHopmauuu.

(n. 18.2 B pea. [pukasa PCTIK Poccum ot 28.05.2019 N 106)

18.3. B xoge ynpasneHunsa (aaMUHUCTPUPOBAHUA) CUCTEMOM 3aLLMTbl MHOpMaLUN MHAPOPMALUOHHON CUCTEMBI
OCYLLECTBMAITCS:

onpegeneHne nuu, OTBETCTBEHHbIX 3a ynpasneHve (agMWHUCTPUPOBAHME) CUCTEMOW 3aluTbl MHAOpPMaLUu
WHOPMALIMOHHON CUCTEMBI;

yrnpaBrneHne Yy4eTHbIMX 3anucaMu nonb3oBaTene W nogaepxaHne B akTyarnbHOM COCTOSHUW MpaBun
pasrpaHuMyeHus goctyna B UHOPMaLMOHHOW CUCTEME;

ynpasrneHune cpencrsamMmum 3allunTbl VIH(bOpMaLI,I/IVI I/IH(bOpMaLI,VIOHHOIZ CUCTEMbl;

ynpaBneHne 0BHOBNEHUSMU NPOrpamMMHbIX M NPOrpamMMHo-annapaTHbIX CPeAcTB, B TOM YMCre CpeacTB 3alnThbl
WHopmaumm1, ¢ y4eToM ocobeHHOoCTeN PYHKLMOHNPOBAHMS NHOPMALIMOHHON CUCTEMBI;

LeHTpanu3oBaHHOe yMpaBfieHWe CUCTEMOW  3awuTbl  WHOPMAUMM  UHAOPMALMOHHON  cucTembl  (Mpwu
HeobxoQMMocTK);

MOHWTOPWHTI 1 aHanu3 3aperMcTpupoBaHHbIX COObITUIA B UHPOPMAaLIMOHHOW CUCTEME, CBSI3aHHbIX C obecnevyeHnemM
BesonacHocTn (ganee - cobbiTus 6esonacHocTH);

obecneyeHne QYHKLMOHMPOBAHUSA CUCTEMbI 3awWwuTbl UMHGOPMaUMM MHGOPMAaLMOHHOW CUCTEMBbI B XOAde ee
aKcnnyaTaumy, BKMOYas BedeHue JKCnryaTauMOHHOW  OOKYMEHTauuMM W OpraHM3auuMOHHO-pacnopsaanTenbHbIX
OOKYMEHTOB MO 3aLumTe nHdopmaumm.
(n. 18.3 B pea. [pukaza CTIK Poccun ot 28.05.2019 N 106)

18.4. B xope ynpaBneHusi KoHdurypaumen MHOPOPMALNOHHOM CUCTEMBbI U €€ CUCTEMbI 3alnTbl MHGOPMAaLMK
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pea. ot 28.05.2019) JloKyMeHT npefocTaBfieH KoHcynbTanTilatoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBNAIO...

OCYLLECTBMATCA:

onpepgeneHne nuud, KOTOpPbIM pa3peLlleHbl OENCTBMST MO BHECEHWIO WU3MEHEHWA B KOHd)MpraLI,I/II'O
VIH(bOpM&U,I/IOHHOVI CUCTEMbI N €€ CUCTEMbI 3aLUUTbI I/IHd)OpMaLIMVI, M UX NONHOMOYUIA;

onpegeneHne KOMMOHEHTOB WHGOPMALMOHHOW CUCTEMbI M €e CUCTEMbI 3almTbl MHOpMauun, noanexalumx
M3MEHEHNI0O B paMkax YynpasreHus KoHdurypauven (naeHtudmkaums oOBBLEKTOB YnpaBreHus KoHdurypaumen):
nporpaMmHo-annapaTtHble, NporpamMHble CpPeAcTBa, BKMOYasd CpeacTtBa 3awuTbl MHAOpPMaLUKM, WX HACTPOMKU WU
nporpamMMmHbIA Kog, 3KchryaTauMoHHas LOKYMeHTauusl, uHTepdeichbl, dannbl U UHble KOMMOHEHTbl, Nnoanexaiine
N3MEHEHUIO U KOHTPOSIO;

yrnpaBrneHne W3MeHeHUAMW WMHAPOPMaLMOHHON CUCTEMbl M €e CUCTEMbl 3awunTbl WHOpmauun: paspaboTka
napamMeTpoB HacTpoOMkM, obecneumBaloWwmMx 3awWwuTy MHMOPMauuW, aHanuM3 MnoTeHUUanbHOro BO3AENCTBUS
nnaHnpyembiX M3MEHEHUN Ha obecneveHve 3awuTbl MH(OPMALMKN, CAHKLUMOHUPOBAHME BHECEHWS W3MEHeHuh B
WHMOPMALIMOHHYIO CUCTEMY W €ee cucTemy 3awutbl MHOpMauuv, AOKYMEHTMpOBaHME OEeWCTBMA MO BHECEHWIO
N3MEHEeHU B MH(POPMAaLMOHHYO CUCTEMY U COXpaHeHue AaHHbIX 06 N3MeHeHNaxX KoHurypaumm;

KOHTpPOIb OEeNCTBUI N0 BHECEHWNIO UBMEHEHUI B I/IHd)OpMaLI,I/IOHHyIO cucremy n ee CUCTemMy 3allunThbl MH(bOpMaLl,I/II/l.

PeannsoBaHHble npoLecchbl ynpaBneHus U3MeHEeHWsIMM MHAOPMAaLMOHHON CUCTEMbI U €€ CUCTEMbI 3aluThl
MHOPMaLMM OOMXKHbI BKMOYaTb NPOLECCHl rapaHTUMHOrO W (MnM) TEXHWYECKOro Oob6CnyXuBaHUSA, B TOM 4ucne
ONCTaHUMOHHOMO (yAarneHHoro), nporpaMMHbIX W MpOrpaMMHO-annapaTHbIX CPeAcTB, BKMOYasd CpeAacTBa 3awuThbl
WHopmaLnm, MHHPOPMaLMOHHON CUCTEMBI.

(n. 18.4 B pea. [pukaza CTIK Poccun ot 28.05.2019 N 106)

18.5. B xoae pearMpoBaHUs Ha MHLMOEHTbI OCYLLECTBNSAOTCS:

obHapyXeHne U naeHTUdMKaumMsa UHUMOEHTOB, B TOM YMCIe OTKasoB B obCnyxuBaHuM, cboes (Nepesarpysok) B
paboTe TeXHWYEecKUX cpeacTB, MPOrpamMmHOro obecrneyvyeHus U CPeAcTB 3alMTbl MHGOPMaLUMK, HapyLUeHW NpaBusl
pasrpaHuyYeHns 4OCTyna, HeMPaBOMEPHbIX AeNCTBMIA No cGopy UHGOPMaLMK, BHEOPEHWI BPeAOHOCHBIX KOMMbIOTEPHbIX
nporpamm (BUPYCOB) U UHBIX COBLITUIA, NPMBOASALLNX K BOSHUKHOBEHWIO UHLUAEHTOB;

cBOEeBpeMeHHoe MHd)OpMVIpOBaHVIe nosib3oBaTtenaMm n agMMHUCTpaTopamMin nuu, OTBETCTBEHHbIX 3a BbiABIIEHUNE
WHUMNOEHTOB U pearnpoBaHne Ha HMX, 0 BO3HUMKHOBEHUN MHUMNOEHTOB B MHCbOpMaLlVIOHHOVI CUCTEME;

aHanni3 nHuUngeHToB, B TOM 4ucrne onpepeneHne UCToOYHUKOB U NPUYMH BO3HUKHOBEHUA MHUMAOEHTOB, a TaKXxe
OLeHKa X nocneacTBui;

nnaHvpoBaHWe W MpUHATAE Mep MO YCTPaHEHWI0 WHUMOEHTOB, B TOM 4uCRe MO BOCCTaHOBMEHWUIO
NHMOPMALIMOHHOW CUCTEMbI U €e CerMeHTOB B Cryyae oTkasa B OBCnyxuBaHuu wunu nocrne cboes, yCTpaHEeHWIo
NoCneacTBUN HapylleHus MnpaBui pasrpaHMYeHus OOCTyna, HernpaBOMEpPHbIX AeWCTBUA no cbopy uHdopmauum,
BHEAPEHNS1 BPEAOHOCHbIX KOMMbIOTEPHBIX MPOrpamMM (BMPYCOB) M MHbIX CODObITUIA, MPUBOOALUMX K BO3HWKHOBEHWIO
WHUNOEHTOB;

NnaHMpoBaHWe Y NPUHSITUE Mep NO NPeOTBPALLEHNIO NOBTOPHOIO BO3HUKHOBEHWSI MHLWOEHTOB.
(n. 18.5 BBegeH [pukazom PCTOK Poccum ot 28.05.2019 N 106)

18.6. B xoae nHopmupoBaHus n o0y4eHns nepcoHana MHopMaLVoOHHON CUCTEMbI OCYLLECTBIISAIOTCS:

NHMOPMUPOBaHME MEepcoHana WHMOPMALMOHHOW CUCTEMbI O MOSIBNIEHMU aKTyanbHbIX yrpo3ax 6es3onacHocTu
nHdopmaLumm, o npasunax 6esonacHon akcnnyaraunm MHMOOPMaLMOHHOWN CUCTEMBI;

AoBedeHMe [0 MnepcoHana WHgopMauMoHHOM cucTembl TpeboBaHUM No 3awmte uHdoOpMauuMu, a Takke
MONOXEeHUN OopraHn3aunoHHO-pacnopAaanTenbHbIX OOKYMEHTOB NO 3alliunte I/IHCpOpMaLI,VII/I C y4eTOM BHECEHHbIX B HUX
M3MEHEHWUN;

obyyeHne nepcoHana WHPOPMALMOHHOMW CUCTEMbI MpaBuiaM 3KCMyaTauuMu OTAENbHbIX CPEeACTB 3aluThl
MHdopMaLnu;
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COCTaBASIo. ..

NpoBeAeHUE NPaKTUYECKUX 3aHATUI U TPEHUPOBOK C NMEPCOHANOM MHDOPMALIMOHHON CUCTEMbI MO BrIOKMPOBAHUIO
yrpo3 6e3onacHoOCTV MHOpMaLIMU 1 pearupoBaHnio Ha UHLUMOEHTLI;

KOHTPOJIb OCBEAOMJ1IEHHOCTU MNMepcoHana MH(bOpMaLlMOHHOVI cuctembl 00 yrposax ©e3onacHocTu VIH(bOpMaLl,MVI n
YPOBHA 3HaHWN nepcoHarsna no sBorpocam obecneyeHns 3almnThbl I/IHd)OpMaLI,VIVI.

[MepnoanyHOCTL NPOBEAEHUS NMPAKTUYECKUX 3aHATUMA U TPEHUPOBOK C MEPCOHanoM, MeponpusaTui No obyyeHuto
nepcoHana n KOHTPOIo 0CBEJOMINEHHOCTH nepcoHana yCcTaHaBnvBaeTcs onepaTopoM B
OpraHvM3auMoHHO-pacnopsaauTenbHbIX  AOKYyMEHTax Mo  3awute  uHdopMaumm € yv4eToM  ocobeHHocTew
hYHKUMOHMPOBaHWSA MHPOPMALIMOHHON CUCTEMBI, HO HE pexe 1 pasa B ABa roaa.

(n. 18.6 BBegeH [MNpukasom PCTIK Poccunm ot 28.05.2019 N 106)

18.7. B xope KOHTpons 3a obecrneyeHnem YpOBHA 3allUMLLEHHOCTM WHGOopMauuM, codepkalleics B
MHOPMAaLIMOHHON CUCTEME, OCYLLIECTBIAOTCS:

KOHTpomnb  (aHanu3)  3aWMWEeHHOCT  MHopMauunm € y4eToM  OCOBEHHOCTEN  (OYHKLMOHUPOBAHUSA
WHOPMALMOHHOW CUCTEMBI;

aHanu3 u oueHka (YHKUMOHMPOBAHUA WHAOPMALMOHHOM CUCTEMbI WU €e CUCTEMbl 3aliuTbl MHdOpPMaLmu,
BKIIOYaa aHanuM3 Wu YyCTpaHeHue yA3BUMOCTENM M WHbIX HeAoCTaTkoB B (PYHKLMOHWPOBAHUW CUCTEMBI 3aLLMUThI
WHopmaunm NHHopPMaLMOHHON CUCTEMBI;

OOKYMEHTUPOBaHMe npoueayp U pesynbTaToB KOHTPOMS 3a obecrnevyeHnemM ypoBHS 3aLLMLLEHHOCTU UHGOpMaLInK,
cogepxallemncs B MHPOPMaLMOHHON CUCTEME;

NnpuHATUE peleHna no pes3ynbTataM KOHTpOoa 3a obecrnevyeHnem YPOBHA 3alULLEHHOCTU MHd)OpMaLI,VIVI,
copepxallencs B MHpOpPMaLUMOHHOW CUCTEME, O HEODXOAMMOCTU [opaboTkM (MOAEpPHU3aALMM) €e CUCTEMbI 3aLUUThbI
MHdopMaLnu.

KoHTponb 3a obGecneyeHveM YpOBHS 3alUMLEHHOCTU WHdOpMaumK, coaepxaliencs B WHEHOOPMALMOHHON
cucTeme, NPOBOAMTCSA ONepaTopoM CamMOCTOSATENBHO U (MNW) C NPUBNEYEHNEM OpraHM3aumm, UMeLEen NULEH3NI0 Ha
OesATeNbHOCTb NO TEXHUYECKOW 3alumTe KOHpMaeHUManbHOM nHpopmauuu.

MeproanyYHOCTb NPOBEAEHUS] KOHTPOSS 3a 06ecneYyeHnemM ypoBHS 3aLMLLEHHOCTM MHGOPMaLIMK, coaepKallencs
B NHOPMALIMOHHON cucrteme 1 Knacca 3aLUMLLEHHOCTH, yCcTaHaBnMBaeTcs onepaTopom B
OpraHn3aUMoHHO-paCcMopAaMTENbHbIX  [OKYMEeHTax Mo  3awute  MHpopmauumM C  y4eToM  ocobeHHocTei
YHKLUMOHMPOBAHNA MHDOPMALIMOHHOM CUCTEMBI, HO He pexe 1 pasa B roq,.

lMeproanyHOCTb NPOBEAEHMSA KOHTPONS 3a obecneyeHneM ypoBHS 3aLLMLLEHHOCTU MHpopmaLuun, cogepxalluencs
B MHAOPMALMOHHLIX cucTemMax 2 U 3 KIacCoB  3alUMULLEHHOCTM, YCTaHaBnMBaeTCs  onepaTtopomM B
OpPraHM3auMOHHO-PacnopAANTENbHbLIX  AOKYMEHTax Mo  3awuTe  uHdopmaumm C  y4eToM  OCOoBeHHocTen
DYHKLMOHMPOBAHUA MHPOPMaLMOHHLIX CUCTEM, HO He pexe 1 pasa B ABa roaa.
(n. 18.7 BBegeH [pukasom GCTIK Poccun ot 28.05.2019 N 106)

O6ecneyeHune 3awmTbl MHhopMauun Npu BbiBOAE U3 3KCNyaTaumm
aTTecToBaHHOW MH(OPMaLMOHHON CUCTEMbI UNUN NOCNE NPUHATUA
pelweHnsi 06 OKOHYaHUN 06paboTKM MHOPMauumn

19. ObGecneyeHne 3awWwmTbl MHAOPMAaLMU MpU BbIBOOAE W3 3KCMyaTauuum aTTeCTOBAHHOW WHGOPMAaLMOHHOM
CUCTEMbI MIN MOCME MPUHATUSA peLleHnss 00 OKOHYaHWM 06paboTKM MHGOPMAaLMM OCYLLIECTBNSETCA ONEpaTopoM B
COOTBETCTBUWN C IKCMNIyaTauMOHHOW AOKYMEHTaUMEN Ha CUCTEMY 3alUnTbl MHopMaLmMmM MHOOPMAaLMOHHOM CUCTEMBI U
OpraHn3auMoHHO-pacnopsAAMTENbHBIMU AOKYMEHTaMM MO 3almnTe MHPOPMaLUM U B TOM YUCHE BKIOYaET:

apxvMBMpoBaHMe MHopMaLnn, cogepKallencs B MIHPOPMALMOHHOW CUCTEME;

YHUUYTOXEHME (CTUpaHMe) OaHHbIX U OCTaTOYHOM MHAOPMAaUMU C MALIMHHBIX HOCUTENeEN MHopmauun u (unm)
YHUYTOXEHNE MaLUMHHbIX HOCUTENen nHpopmaLmu.

19.1. ApxuBupoBaHne nHpopmaumu, cogepxalienca B MHPOPMaALUMOHHON CUCTEME, OOMKHO OCYLLEeCTBNATLCS
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COCTaBASIo. ..

Npy HEOOXOAMMOCTM JanbHENLWEro NCNonb3oBaHNs MHoOpMaLUmn B AesTENbHOCTH onepaTopa.

19.2. YHu4UTOXEHUE (CTUpaHMe) AaHHbIX U OCTaTOYHOM MHGOPMALUU C MaLUUHHBIX HOcuTenen mHdopmaLmm
Nnpou3BoaMTCA Mpu  HeOoOXOAMMOCTU Mepefaysm MAaLlMHHOrO HocuTens WHdopmauuvM Opyromy nonb3oBaTento
WHOPMALIMOHHOW CUCTEMbI UMM B CTOPOHHME OpraHM3auum AONd PeMOHTa, TEeXHUYECKOro oOCnyXuMBaHMS Wnu
JanbHENLEro YHUYTOXEHMS.

|_|pl/l BblBOAE U3 3KCnnyaTaunn MallnHHbIX HocuTenen MHd)OpMaLI,MI/I, Ha KOTOPbIX OCYLLEeCTBNAIMNCb XpaHEHUe u
06p860TKa I/IH(bOpMaLI,VIVI, OoCyLlecTBndeTCA (bVISI/I‘-IGCKoe YHUUTOXEHME 3TUX MallNHHbIX HocuTenen I/IH(*)OpMaLI,VII/I.

lll. TpeboBaHuA kK MepaM 3aWUTbl MH(pOpMaLIMK, coaepKallencs
B MHPOPMaLMOHHON cUcTemMe

20. OpraHu3aLMOoHHbIE N TEXHMYECKME MEPbI 3alUnTbl MHOPMaLUK, peanusyemMble B MHPOPMAaLMOHHON cUcTeMe
B pamMKax ee CUCTEeMbl 3alLMTbl UHOpMaLnK, B 3aBUCUMOCTU OT yrpo3 6e3omnacHOCTU MHopMauun, UCNOSb3yeMblX
MHOPMALIMOHHBIX TEXHOMOMMI U CTPYKTYPHO-(YHKLMOHAMNBHBIX XapaKTepPUCTUK UHOPMALMOHHOW CUCTEMbI OOITKHbI
obecneunBaTsb:

naeHTumrKaumo n ayteHTumkaumo cydobekTtoB 4OCTyna n 06bEKTOB JOCTYNA;

yrnpaBreHue 4oCTynom cyObeKToB focTyna k obbekTaM JoCTyna;

orpaHu4eHue nporpaMMHon cpeasbl;

3aMTy MaLUMHHbLIX HOCUTEenemn nHopmarmu;

permcTpaumio cobbiTuin 6e3onacHoCTy;

aHTUBUPYCHYIO 3aLUnTY;

0o6HapyXeHune (NpeaoTBpaLleHNE) BTOPXKEHNI;

KOHTPOIb (aHanm3) 3aWwuLLeHHOCT MHGopMaLuuy;

LeNoCTHOCTb NHGOPMAaLIMOHHOW CUCTEMbI U MHCbOpMaLnK;

OOCTYMHOCTb UHOpMaLNK;

3aluTy cpeabl BUpTyanusaumu;

3aLUMTY TEXHUYECKUX CPEACTB;

3awunTty MHC*)OpMaLI,I/IOHHOﬁ CUCTeMbl, ee cpeacTB, CUCTEM CBA3U U Nepeaadn AaHHbIX.

CoctaB mep 3awuTbl MHGOpPMaUMM 1 mnx 6asoBble HAbOpbl Afs COOTBETCTBYHOLMX KACCOB 3aLUMLLEHHOCTU
WMHOPMALMOHHBIX CUCTEM NpuBedeHbl B npunoxeHnn N 2 k HacTosAwmm TpeboBaHnsM.

20.1. Mepbl nNo uvaoeHTUdUKAUUM K ayTeHTMdMKauuMm cyObekToB JoCTyna U OOBLEKTOB [OCTyna AOSKHbI
obecneunBaTb NpUCBOEHME CyObekTam M 0ObekTaM AOCTyMa YHWKaNbHOrO Npu3Haka (MaeHTudukatopa), CpaBHEHME
npeabsiBNsemMoro cybbektom (06bEKTOM) AocTyna uaeHTudmkaTtopa ¢ NnepeyHem NPUCBOEHHLIX MOEHTUMKATOPOB, a
Takke NpoOBepKy MpuUHaanexHocTn cybbekty (0ObekTy) p[octyna npeabsBreHHOro UMM uaeHTudumkaTopa
(noaTeepxaeHne NOANMHHOCTK).

20.2. Mepbl no ynpaBrneHWio OOCTYyNoM CyGbekToB focTyna k obbekTam [ocTyna [OMmkHbl obecrneunBaTb
yrnpasrieHue npaBaMu U NPUBUMErVAMN CyGBEKTOB JOCTYNa, pa3rpaHuMyeHne gocTyna cybbekToB AocTyna k obbekTam
[JOCTyrna Ha OCHOBE COBOKYMHOCTM YCTaHOBMIEHHbIX B MH(POPMAaLMOHHOW CUCTEMEe MpaBuI pasrpaHudeHuss AocTyna, a
Takke obecrneymBaTb KOHTPOMb COGNOAEHNS STUX NpaBur.

20.3. Mepbl MO OrpaHUYEHUIO NMPOrpaMMHON cpeabl AOMKHbI 0BecneymBaTe YCTAHOBKY W (Mnn) 3amyck TONbKO
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paspelleHHOro K MWCMONb30BaHUIO B WHMOPMAUMOHHOW CUCTEME MPOrpamMMHOro obecneyvyeHnss WM WCKMYaTb
BO3MOXHOCTb YCTaHOBKM M (MnK) 3anycka 3anpewieHHOro K WCMofb30BaHWK B  WMHEAOPMALMOHHON cucteme
nporpaMmHoro obecneyeHus.

20.4. Mepbl NoO 3awiMTe MaLUUHHBLIX HOcuTenen mHdopmMauumn (cpegctea obpaboTkm (xpaHeHust) nHdopmaumu,
CbEMHbIE MaLUMHHbIE HOCUTENM MHAOPMAaLMKN) OOSPKHbI UCKYaTb BO3MOXHOCTb HECaHKUMOHMPOBAHHOIO OCTyna K
MaLUMHHBIM HOCUTEMNSIM U XPaHSALWENCa Ha HUX MHApOpMaLMn, a Takke HECAHKLMOHMPOBAHHOE MCMNOSb30BaHNE CbEMHbIX
MaLLMHHbBIX HOCUTenen nHopmaumm.

20.5. Mepbl no pervcTpaummn cobbiTuii 6e3onacHOCTN OOMKHbI obecrneynBaTtb cO0p, 3annUcCb, XPaHeHWEe U 3aLLUTy
nHpopMaLmmn o cobblTnax 6e3onacHOCTM B MHPOPMALIMOHHON CUCTEME, a TakkKe BO3MOXHOCTb NPOCMOTpa U aHanvsa
MHOPMAaLIMKN O TaKMX COBLITUAX U pearmpoBaHne Ha HUX.

20.6. Mepbl MO aHTMBUPYCHOW 3aliMTe OOSKHbI obecneynBaTb OOHapyXeHue B MHAOPMALMOHHOW cUcTEME
KOMMbIOTEPHBIX NporpamMmm NMbo MHOW KOMMBIOTEPHOW MHAOPMaLMK, NpegHasHavYeHHOW ANs HeCaHKLMOHUPOBAHHOMO
YHUUTOXEHUS1, BITOKMPOBaHUS, MOgMdUKaLnM, KOMMPOBaHNS KOMMbIOTEPHON MHOPMALIMW UM HEWTpanu3auum CpeacTs
3aWwmThl MHOPMaLUK, a Takke pearnpoBaHne Ha OOHapYXXeHMe 3TUX NporpamMm U MHopmauun.

20.7. Mepbl no obHapyxeHuto (NpeaoTBpaLLEHMIO) BTOPXXEHUI LOIMKHBI obecneyvmBaTb 0OHapyXeHne OENCTBUNA B
MHOPMALIMOHHOW CUCTEME, HamMpaBfeHHbIX HA MNPEeLHAMEPEHHbI HEeCaHKLUWOHMPOBAHHBIM OOCTyN K MHopmauum,
crneumanbHble BO3OEWCTBUST HA WHMOPMAUMOHHYIO cucteMy U (unun) wmHpopMauuio B Uensx ee [obbiBaHuSA,
YHUYTOXEHUS, UCKaXXEHUS 1 BNOKMPOBaHNS A0CTyNa K MHopMauun, a Takke pearmpoBaHne Ha 3TV AENCTBUS.

20.8. Mepbl MO KOHTPOMO (aHanu3y) 3alMLEHHOCTU WHopMaunM OOMKHbI 06ecneyYnBaTb KOHTPOSb YPOBHS
3alLUMLLEHHOCTN MHopMaumK, codepxallencss B MHPOPMALMOHHON CUCTEME, MyTEM MPOBEAEHUS MEPONPUSTUIA MO
aHanmay 3alUmLeHHOCTN MHAOPMAaLMOHHON CUCTEMBI U TECTMPOBAHMIO €€ CUCTEMbI 3aLnTbl HOpMaLnK.

20.9. Mepbl No obecneyeHnto LENOCTHOCTU MHAOPMALMOHHON CUCTEMBI U MHAOPMAaLMK OOMKHLI obecnevmBaTb
obHapyXeHue (hakToB HECAHKLMOHNPOBAHHOIO HAapPYLLEHWST LLeNTOCTHOCTM MHAOPMAaLIMOHHOM CUCTEMbI U COAEpKaLLencs
B Hel MHdopMauun, a Takke BO3MOXHOCTb BOCCTAHOBMEHMS WH(OPMALMOHHOW CUCTEMbI U COAEPXKALLENCA B HEW
MHdopMaLnu.

20.10. Mepbl no obecneyeHuto JOCTYNHOCTM MHAOPMaUMM OOIMKHBI obecrneynBaTb aBTOPWU3OBAHHbLIA [OCTYN
nonb3oBaTenemn, UMeLLMX Npaea no TakoMy JOCTyny, K MHhopMauuu, cogepxalleincsi B UHGOOPMAaLMOHHOW CUCTEME, B
LWTATHOM pexunume PYHKLMOHUPOBAHUSA NHOPMALIMOHHON CUCTEMBI.

20.11. Mepbl no 3awuTe cpedbl BUPTyanu3auMm AOMKHbI WUCKMYAaTb HECAHKUMOHMPOBAHHBLIN [OCTYN K
nHdopmaumm, obpabaTbiBaeMo B BUPTYyanbHON MHPACTPYKTYPE, U K KOMMOHEHTaM BUPTYarnbHOW MHAPaCTPYKTYpbI, a
Takke BO3AENCTBME HA MHAMOPMAaUMIO U KOMMOHEHTbl, B TOM YMCMe K CpeAcTBaM YNpaBfeHUst BUPTYarbHOW
NHMPACTPYKTYPON, MOHUTOPY BUPTYyarnbHbIX MawWH (TMNEepBU3OPY), CUCTEME XPaHEHUS OaHHbIX (BKMoYas cuctemy
XpaHeHnsi obpa3oB BMPTyanbHOW MHMPACTPYKTYpbl), CETU Mepefayvn LaHHbIX Yepe3 SMeMeHTbl BUpPTyanbHOM wunu
hn3nyeckon WHPPACTPYKTYpPbl, FOCTEBBLIM ONEpPaLMOHHbIM CUCTEMAM, BUPTyanbHbIM MawwunHaMm (KOHTenHepam),
cucteMe M CceTu pennuvkauum, TepMUHanbHbIM W BUPTyanbHbIM YCTPOMCTBaM, a TaKkKe CUCTEME pPEe3EepBHOMO
KONUPOBaHWSA 1 CO34aBaeMbIM €0 KOMUSM.

20.12. Mepbl no 3awWwmte TEXHUYECKMX CPeAcTB AOS/MKHbI MCKNHYaTb HEeCaHKUMOHMPOBAaHHLIM A0CTYN K
CTauMOHApPHbIM  TEeXHMYECKMM cpeacTtBaM, obpabartbiBaowmMm UHpOpMaumo, cpegcrteaMm, obecneynBaroLL M
PYHKUMOHMpPOBaHUE WHAOPMAaLMOHHON cucTembl (danee - cpeactBa obecneyeHus (PYHKUMOHMPOBAHWS), U B
NOMEeLLEHNS, B KOTOPbIX OHW MOCTOSIHHO PacnoOSiOXEeHbl, 3aluTy TeXHUYECKUX CPeACTB OT BHELUHWX BO3AEWCTBUM, a
Takke 3alWnTy MHGPOPMaUMK, NPEACTaBNEHHON B BMAE WH(OPMATMBHBIX 3MEKTPUYECKUX CUTHANoOB U U3NYECKUX
nonen.

20.13. Mepbl no 3awuTe UHPOPMALIMOHHON CUCTEMBI, €€ CPeaCTB, CUCTEM CBA3M U Nepefayn OaHHbIX OOIDKHbI
obecneunBaTb 3aWMUTy MHOPMaLMK NpU B3anMo4enCcTBUM MHOOPMALIMOHHOW CUCTEMBI NN ee OTAENbHbIX CErMEHTOB
C WHbIMM WH(OPMALMOHHBEIMM CUCTEMaMU U  MHAOPMALMOHHO-TENEKOMMYHUKALMOHHBIMUA CETSAMU  MOCPELACTBOM
NMPUMEHEHUSA apXMTEKTYPbl MH(POPMALMOHHOW CUCTEMBI, MPOEKTHbIX PELIEeHN Mo ee cucTeMe 3alnTbl MHpopMauum,
HanpaBreHHbIX Ha obecneveHne 3almTbl MHpopMauun.

21. Bblibop Mep 3awuTbl MHOPMaLMn ans ux peanusaunm B MHpOPMaLUMOHHOW CUCTEME B paMKax ee CUCTEMbI
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(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

3aWUThl MHpOPMaLMN BKITHOYaAET:

onpeneneHne 6asoBoro Habopa Mep 3aWWTbl MHOPMaUuM Ansi YCTAHOBMEHHOrO Kracca 3allWLEeHHOCTU
MH(OPMALIMOHHOW CUCTEMbI B COOTBETCTBUM C 0a30BbIMW Habopamu mep 3awuTbl MHpoOpMauun, NpUBEOEHHLIMU B
npunoxeHnn N 2 kK Hactosiwmum TpeboBaHusAMm;

apantaumio 6asoBoro Habopa Mep 3alWuTbl MHAOPMaLUN MPUMEHUTENBHO K CTPYKTYPHO-(PYHKLUMOHANBHLIM
XapakTepuctmkaMm MHAOPMaLMOHHOW CUCTEMbI, MHAOPMALIMOHHBIM TEXHOMOINSIM, 0COBEHHOCTAM (PYHKLIMOHMPOBaHNSA
MHOPMALIMOHHON CUCTEMbI (B TOM 4YMCne npedycMaTpuBalolLylo UCKMoveHue u3 6asoBoro Habopa Mep 3aluThl
WHpopMaLMn Mep, HEMoCpPeACTBEHHO CBSI3aHHbIX C WMHGOPMALMOHHLIMU TEXHOMOTUAMU, HE UCMOoNb3yeMbiMh B
WMH(POPMALIMOHHON  CUCTEME, UNU  CTPYKTYPHO-YHKUMOHANBHBIMU  XapaKTepUCTUKaMK, HEe  CBOWCTBEHHbLIMM
WMHOPMALIMOHHON cucTeME);

YTOYHEHWE afanTMpoBaHHoro 6a3oBoro Habopa Mep 3alnTbl MHOPMALMKN C Y4ETOM He BblGpaHHbLIX paHee Mep
3aWwnUTbl  MHGOpMaUMK, MNpuBeAeHHbIX B npunoxeHun N 2 k Hactoswwmm TpeGoBaHusM, B pesynbTate 4ero
onpegensalTca Mepbl  3awmTbl  MHGOpMauuK, obecneumBarome OnNOKMpoBaHME (HEWTpanmM3auui) BCeX Yrpos
6e3onacHOCTU MHOpMaLUK, BKIOYEHHBIX B MOAeNb yrpo3 6e3onacHOCTU nHdopMaumu;

OonosiHeHne YTOYHeHHOro agantupoBaHHOro 6asoBoro Ha6opa Mep 3alunTbl I/IHd)OpMaLI,I/IVI MepamMu,
obecneynBalOLUMM  BbINOJTHEHNE Tpe6OBaHVII7I O 3auwute VIH(bOpMaLI,I/IVI, YCTAHOBJ1I€EHHbIMU WUHbIMW HOPMAaTUBHbLIMU
npaBoOBbIMAN aKTaMu B obnactu 3awuTbl VIH(*)OpMaLI,VIVI, B TOM 4ucrie B 06nacTu 3awuTbl nepcoHarbHbIX AAHHbIX.

Ons Bblbopa mMep 3awuTbl MHMOPMaUMM ANsi COOTBETCTBYIOLLErO Kracca 3allMLEHHOCTU WHEOPMALMOHHOM
CUCTEMbI NMPUMEHSOTCA METOANYECKNE AOKYMEHTHI, pa3paboTaHHble 1 yTBepxaeHHble PCTIK Poccuu B cooTBETCTBUM
c pmoanyHktom 4 nyHkta 8 [lMonoxenuss o PepepanbHoW cnyxbe no TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOIHO,
yTBEpXXAeHHoro Ykasom lNpesnageHTta Poccuinckon depepaumm ot 16 aBrycta 2004 r. N 1085.

22. B nHGOpMaLMOHHONM cMCTEME COOTBETCTBYHOLLENO Kracca 3allMLEeHHOCTU B pamMKax ee CUCTEMbl 3alluThbl
MHGOpPMaLMK OOMKHbI ObiTb peann3oBaHbl Mepbl 3aluUTbl MHGOPMaLMK, BbiGpaHHbIE B COOTBETCTBMM C MyHKTOM 21
HacToAwmx TpeboBaHun wu obecnednBarowme 6nokupoBaHve (HeWTpanM3aumio) BCex yrpo3 Ges3onacHocTU
MHdopMaLnu.

|_|pl/l 3TOM B MH(*)OpMaLI,I/IOHHOﬁ cucTemMe AOMKeH ObiTb, Kak MWUHUMYM, peann3oBaH aﬂ,aI'ITI/IpOBaHHI:IVI 0a30BbIl
Ha60p Mep 3allunTbl VIH(bOpMaU,MI/I, COOTBGTCTBleLLI,VIVI YCTaHOBJIEHHOMY KIaccy 3allULeHHOCTU I/IH(bOpMQLI,VIOHHOI?]
CUCTEMBbI.

22.1. B cny4ae ecnu Mepsbl 3aWwuTbl MHAOPMaL MK, peann3oBaHHble B UHHOPMaLMOHHO-TENEKOMMYHUKaLUOHHON
WHpacTpykType UeHTpa obpaboTku AaHHbIX, obecneuvnBaloT OnokupoBaHue Yrpo3 6GesonacHocTu MHopMauum,
aKkTyanbHblX Ana YHKUMOHMpYoWen Ha ero 6ase MHAOPMAUMOHHOW CUCTEeMbl, NPUHATUE AOMNOSHUTENbHbIX Mep
3aWwnTbl MHOPMaUMN B AaHHON MHAOPMALMOHHON cnucteme He TpebyeTca. [pn 9TOM MOMHOMOYMS B YacTu 3alUThbI
nHOpMaUMM  JOMKHbl ObITb pacnpedeneHbl Mexay onepaTopoM MHMOPMAaLMOHHON CUCTEMbI W OMEepaTopoMm
NMH(OPMALIMOHHO-TENEKOMMYHUKALMOHHON MHPPaCTPYKTYpbl LeHTpa 06paboTku AaHHbIX.

(n. 22.1 BBegeH [pukazom PCTOK Poccum ot 28.05.2019 N 106)

23. MNpy HEBO3MOXHOCTUN peanusaumm B MH(POPMaLMOHHON CMCTEME B paMKax ee CUCTeMbl 3auTbl MHopMaumm
OTAEeNbHbIX BbIOpPaHHbIX Mep 3almMTbl MHOPMaLUMM Ha aTanax agantaumm 6asosoro Habopa mMep 3awmTbl MHopMaLmm
UNn yTOYHeHMs aganTupoBaHHOro 6asoBoro Habopa mep 3awuTbl WHGOPMauuM MoryT paspabaTbiBaTbCA WHblE
(komneHcupylowme) mMepbl 3awmnTbl MHOpMauun, obecnevmBarolne ageksaTHoe OMOKMpOBaHWE (HENTpanu3aumio)
yrpo3 6e3onacHoOCcTV nHgopmaLmu.

B atom cnyyae B xoae pa3paboTKy CUCTEMBI 3alUMTbl MHOPMaLUN MHAOPMALNOHHOW CUCTEMbI OOIMKHO ObITh
npoBefeHO OOOCHOBaHME MNPUMEHEHUS KOMMEHCUMPYIOLWMX Mep 3awuTbl MHdopMaummM, a npu aTTecTauMOHHbIX
UCNbITAHMAX OLeHEeHa [OOCTaTOMHOCTb W adeKBaTHOCTb [AaHHbIX KOMMEHCUMpYLWMX Mep Ans  OrnokMpoBaHus
(HemTpanusaunm) yrpo3 6e3onacHOCTM MHopMaLnK.

24. Mepbl 3awmTbl MHGOPMaUMK BblIGMpaAOTCA M peanuayroTcsa B MHAOPMALUOHHOW CUCTEME B paMKax ee
CUCTEMBI 3alunTbl MHGPOPMALMKM C Y4ETOM Yrpo3 6e30nacHOCTU MHopMaunM NMPUMEHUTENBHO KO BCEM OOBEKTaM U
Cy6'beKTaM OocTtyna Ha annapatHoOM, CUCTEeMHOM, MNpuknagHoOM W cCeTeBOM YPOBHAX, B TOM 4ucne B cpene
BMPTYyanuaaumm n obnadHbIX BbIYUCIEHWIA.
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBfSIo. ..

25. OpraHn3aLMoHHble Mepbl U cpeacTBa 3awnTbl MHOPMaUMK, NpUMeHsieMble B MHGPOPMaLMOHHOW CUCTEME,
[OIMKHbI obecneynBaTh:

B VIH(bOpMaLI,I/IOHHbIX cuctemax 1 knacca 3alWUWEHHOCTU - 3aumnTty OT yrpos Ge3onacHocTn |/|H¢)opmau,vm,
CBsI3aHHbIX C 4ENCTBUAMMU HapyLuwTeneVl C BbICOKMM NnoTeHUMariom;

B MHMOPMALMOHHBLIX CUCTEMaX 2 Krnacca 3allMLLIEHHOCTU - 3awuTy OT yrpo3 6esonacHocT MHdopmaLuuu,
CBA3aHHbIX C AEUCTBUAMM HapyLUUTENei ¢ NOTEHLIMANoM He HIKe YCUIIEHHOro 6a3oBoro;

B MH(OPMALMOHHbIX CUCTEMaxX 3 Kracca 3alUMLIEHHOCTU - 3awuTy OT yrpo3 6e3onacHocTM MHdopmaLuuu,
CBSI3aHHbIX C AENCTBUSMM HapyLUMTENeN C MOTEHLMANOM He Hibke GasoBoro.

MoTeHuMan HapywuTenen onpenenseTca B XOAE OLIEHKM MX BO3MOXHOCTEW, MPOBOAMMOWN NpW onpeneneHum
yrpo3 6e3onacHocTn nHopmaLmm B COOTBETCTBUM C NyHKTOM 14.3 HacToswmx TpeboBaHu.

OnepaTtopoM MOXeT BblTb MPUHATO pelueHne O NPUMEHEHUU B MHAPOPMAaLMOHHON CUCTEME COOTBETCTBYIOLLErO
Krmacca 3allWLLEeHHOCTN Mep 3awuTbl MHdopmauun, obecneumnsaromx 3awmnTy oT yrpo3 6esonacHocTn MHdopmalmuu,
peanusyembix HapyMTensmMmu ¢ 6onee BbICOKUM MOTEHLMAroMm.

(n. 25 B pea. [pukaza PCTIK Poccum o1 15.02.2017 N 27)

26. TexHudeckne Mepbl 3awmTbl MHOPMaLMK peanua3yloTcs MNOCPeACTBOM MNPUMEHEHMS CpeacTB 3aluuThbl
WHdopmMauMmM, B TOM YMCME MPOrpaMMHbIX (NPOrpamMmMHO-annapaTtHbIX) CPEeAcTB, B KOTOPbIX OHW peanu3oBaHbl,
nMetoLmx Heobxoammble dyHKUMM 6esonacHocTu. Mpu aToM:

B MHPOPMAaLMOHHbIX cucTemax 1 knacca 3aluLLEeHHOCTM NPUMEHSIIOTCS CPeACcTBa 3aLUUTbl MHGOPMAaLMK He HUKe
4 xnacca, a Takke cpeacTBa BblYUCIUTENBHON TEXHUKN He HUXe 5 knacca;

B MHCOPMAaLIMOHHbIX CUCTEMAaX 2 Kracca 3aliMWEeHHOCTN NPUMEHSIIOTCS CpeacTBa 3allMTbl MHpopMaUnUn He HXe
5 knacca, a Takke cpefcTBa BblYUCINTESNBHON TEXHMKM HE HUXKe S Knacca,

B I/IHq)OpMaLI,MOHHI:IX cuctemax 3 knacca 3awuMueHHOCTH NPUMEHAITCA cpeacTtBa 3allUTbl MH(bOpMaLI,I/II/I 6
Kracca, a Takke cpencrtsa BblYMCNUTENBHON TEXHUKM HE HWXKe 5 Knacca.

KoHcynbTaHTlINt0C: npumMmevaHme.
C 01.06.2020 a63. 5 n. 26 nsnaraetca B HoBow pegakuun (Opukasz PCTIK Poccun ot 28.05.2019 N 106).

B mHdopmaumoHHbIx cuctemax 1 n 2 knaccoB 3alUULEHHOCTU NPUMEHSIOTCA CpeacTBa 3alumTbl MHGOPMaLnK,
npolleaLune NPoBepPKY He HKe YeM NO 4 YPOBHIO KOHTPOMS OTCYTCTBUS HEAeKNapMpoBaHHbLIX BO3SMOXHOCTEMN.

KoHcynbTaHTlN0C: npnmMmeYvaHume.
C 01.06.2020 B a63. 6 n. 26 BHocATcst uameHeHus (Opukas PCTIK Poccun ot 28.05.2019 N 106).

Knaccbl 3awmTbl onpefenstoTcs B COOTBETCTBUM C HOpMaTuBHbIMM npaBoBbiMu aktamm PCTIK Poccun,
n3gaHHbIMK B cooTBeTcTBMU ¢ noanyHkTom 13.1 nyHkTa 8 lMonoxeHuns o degepanbHOM cnyxbe no TeXHUYEeCKomy U
9KCMOPTHOMY KOHTPOIIO, yTBEpXAeHHoro Ykasom NpeaungeHta Poccunckon ®epepauum ot 16 asrycta 2004 r. N 1085.

B uvH(OpMaLMOHHBIX cuUCTEMax MNPUMEHAIOTCA CpeacTBa 3almTbl UMHGOPMaUuKM, CepTUPUUUPOBAHHbIE Ha
cooTBeTCTBME 00sA3aTenbHbIM TpeboBaHmam no 6esonacHocTn nHopmaumn, yctaHoBneHHsim PCTIK Poccuu, unu Ha
cooTBeTCTBME TpeboBaHMAM, yKasdaHHbIM B TEXHUYECKMX YCNOBUAX (3agaHusx no 6esonacHoctun). Mpu aTom dyHKLUK
6e30nacHOCTM Taknx cpeacTB AOMKHbI ob6ecneynBaTtb BbiNOMHeEHME HacToAWwmx TpeboBaHui.

(n. 26 B pea. Opukaza PCTIK Poccun ot 15.02.2017 N 27)

26.1. MNpu NpoeKkTMpoBaHMM BHOBb CO34aBaeMbIX UMM MOAEPHUINPYEMbIX MH(OPMALMOHHbBIX CUCTEM, UMEIOLLNX
A0CTyn K MHAPOPMaLMOHHO-TENEKOMMYHUKALMOHHOW ceTu "VIHTepHeT", JOMKHbI BblBMpaTbca mapLupyTnsaTopbl <2>,
cepTudurumMpoBaHHble Ha cooTBeTCcTBMe TpeboBaHusiM No 6e3onacHoCcTV nMHdopMaumu (B YacTy peanu3oBaHHbIX B HUX
dyHKLMI 6e3onacHocTK).
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(pen. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

(n. 26.1 BBegeH [pukasom GCTIK Poccun ot 28.05.2019 N 106)

<2> [yHkT 4 rnasbl |l Knaccudurkaumm cpefactB nporpaMMHOro, TexHudeckoro obecnedeHus, paboTt u ycnyr
(npunoxenue N 2 k MeToan4YecknM yKasaHusM MO OCYLLECTBIEHMIO yYeTa UHOPMALMOHHBIX CUCTEM U KOMMOHEHTOB
MHOPMALIMOHHO-TENEKOMMYHUKALMOHHOMW NHPPACTPYKTYpbl, YTBEPXKAEHHBIM npukazom MuHkomcBasn Poccum ot 31
masa 2013 r. N 127).
(cHocka BBegeHa [pukaszom PCTIK Poccum o1 28.05.2019 N 106)

27. B cny4ae 00paboTkun B WMH(OPMALMOHHOW cucTemMe WHOPMaLWK, CodepXallel MepcoHanbHble AaHHble,
peanu3yemMble B COOTBETCTBUM C MyHKTaMu 21 n 22 HacToswmx TpeboBaHun Mepbl 3aLnTbl MHOPMaLmn:

ANsS UHOPMaLMOHHOW cucTembl 1 Knacca 3awmuieHHocTn obecneymsatoT 1, 2, 3 M 4 ypOBHM 3aLUMULLEHHOCTM
nepcoHarnbHbIX AaHHbIX <1>;

<1> YcTaHaBnMBaeTCs B COOTBETCTBMM C TpeboBaHUAMM K 3aLLMUTe NepcoHanbHbIX AaHHbIX NpU ux obpaboTke B
MHOPMALIMOHHBIX CUCTEMAX MEePCOHarbHbIX AAaHHbLIX, YTBEPXOEHHbIMU NocTaHoBNeHeM lMpaBuTtenscTBa Poccuiickom
depnepaumm ot 1 Hosi0psa 2012 . N 1119.

ans MHOOPMaLMOHHON CUCTeMbl 2 Kracca 3alumuieHHocTn obecneumBatoT 2, 3 U 4 ypOBHM 3aALUULLEHHOCTM
nepcoHanbHbIX AaHHbIX <*>;

ANS MHPOPMAaLMOHHOW cucTembl 3 Kracca 3allullieHHOCTU obGecneuvBaloT 3 M 4 YpOBHU 3aLLULLEHHOCTU
nepcoHanbHbIX AaHHBIX <*>;

ab3al uckntoyeH. - Mpukas PCTOK Poccum ot 15.02.2017 N 27.

28. lNpun ncnonb3oBaHMN B NUHGPOPMALMOHHBIX CUCTEMAX HOBbIX MHEOPMAUMOHHBLIX TEXHOMOMMN U BbISBAEHNN
OOMONHUTENBHBIX Yrpo3 Be3onacHocT! MHdOpMauuKn, AN KOTOPbIX He onpedeneHbl Mepbl 3awuTbl MHGOPMaLmK,
OOMXKHbI paspabaTtbiBaTbCs KOMMNEHCUPYIOLLUE Mepbl B COOTBETCTBMU C MYHKTOM 23 HacToswmx TpebosaHun.

Mpunoxexne N 1

k TpeboBaHusAM 0 3awumTe MHOPMaLnK,

He COoCTaBNSoLLEeN rocyaapCTBEHHYIO TaliHy,
cofepxallencs B rocy4apCTBEHHbIX
NHOPMALIMOHHbBIX CUCTEMaX

OMPEAENEHME KNACCA 3ALWMLLEHHOCTU NH®OPMALIMOHHOWN CUCTEMbI

CnncoK N3MeHsLWNX JOKYMEHTOB
(B pea. Npukaza PCTOK Poccum ot 15.02.2017 N 27)

1. Knacc 3awuiweHHoCTM nHgopmaumoHHom cuctemsl (nepsbii knacc (K1), sTopon knacc (K2), Tpetun knacc (K3))
OonpefensieTcs B 3aBUCUMOCTM OT YPOBHS 3HAaYMMOCTH nHdopmaumm (Y3), obpabaTsiBaeMon B 3TON MHPOPMaLMOHHOMN
cucteme, 1 Mactaba MHpopMaUMOHHOM cucTeMbl (dheaepanbHbIv, perMoHanbHbi, 06 bEKTOBBIN).

(8 pea. MNpukaza PCTIK Poccum o1 15.02.2017 N 27)

Knacc sawmwerHocTn (K) = [ypoBeHb 3Ha4YMMOCTU MHpOpMaLun; MaciTab cuctemsl].

2. YpoBeHb 3Ha4MMOCTM WHGOPMaUMM ONpedenseTcs CTeneHbld BO3MOXHOrO yulepba pgns obnagartens
WHpopmaLmn (3akasumka) u (MnM) onepatopa OT HapylleHUs KOH(MAEHLMaNbHOCTU (HenpaBOMepHble [OOCTyr,
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pea. ot 28.05.2019) JokyMeHT npepocTasneH KoHcynbTaHTnoc
"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE [llata coxpaHeHus: 25.11.2019
COCTaBASIo. ..

KONMMpoBaHWe, MpedocTaBleHne WM pacrpocTpaHeHue), LENOCTHOCTU  (HEMPaBOMEPHbLIE  YHUYTOXEHUE UMK
MOAMDULMPOBaHME) MW AOCTYNMHOCTM (HENpaBoMepHOoe GIoKMpOoBaHme) MHopMaLmu.

Y3 = [(KoHduaeHumanbHOCTb, CTeneHb yuiepba) (LenocTHOCTb, CTeneHb yuepba) (OOCTYNHOCTb, CTeneHb
yuwep6a)],

rae cTeneHb BO3MOXHOIO yulep6a onpenenseTcs obnagatenem nHopMaumm (3akasdnkom) 1 (Unu) onepaTopom
CaMOCTOATENbHO 3KCNEPTHBIM UN MHBIMWU METOAAMU U MOXET OblITb:

BbICOKOW, €CnM B  pesynbTaTe HapyweHWs OA4HOro K3  cBOWCTB  Be3onacHocT  MHGopMaumm
(koHdMAeHUManNbHOCTN, LeNOCTHOCTW, AOCTYMHOCTM) BO3MOXHbl CYLLECTBEHHblE HeraTUBHble MOCneacTBuUs B
COUMarnbHOW, MONUTUYECKON, MeXOYyHapOA4HOW, 3KOHOMUYECKOW, (PMHAHCOBOW UMM WMHbIX OBNacTax AesaTenbHOCTU U
(vnn) nudbopmaumoHHas cuctema u (unu) onepartop (obnagarenb MHPOPMAaLIMKN) HE MOTYT BbIMOSTHATL BO3MOXEHHbIE HA
HUX PYHKUNHK;

cpedHen, ecnu B pes3ynbTaTe  HapylweHuWs OQHOro M3  CBOWCTB  GesonacHocTM  MHdopmaumu
(koHMOEHUManbLHOCTU, LIENOCTHOCTU, JOCTYMHOCTU) BO3MOXHbBI YMEPEHHbIE HEFrATUBHbIE MOCMEACTBUS B COLMANBHOWN,
NOMUTUYECKOW, MEeXOyHApPOL4HOW, 3SKOHOMMYECKOW, (OMHAHCOBOW WMM WHbIX 06nacTax AeATenbHoCTM U (Mnu)
MHpopMaumoHHasa cuctema u (Mnu) onepartop (obnagartenbs MHGOPMAUUK) HE MOTYT BBIMOMHATL XOTs1 Obl OOHY K3
BO3MOXEHHbIX HA HUX OYHKLUNNA;

HU3KOW, ecnn B pe3ynbTaTe HapyLUEeHNsi OOHOIo U3 CBOMCTB Ge3onacHoCTV MHdopMaummn (KOHpUAEHUNANBHOCTH,
LeNOCTHOCTU, AOCTYMHOCTW) BO3MOXHbI HE3HauWTeNbHble HEraTUBHbIE MOCMEACTBUSA B COLMANbHOW, MOMUTUYECKOW,
MEeXAyHapOAHOW, 3KOHOMUYECKOW, (OMHAHCOBOWM UM UHBIX 0bnacTax geaTenbHOCTU 1 (unun) nHdopMaLMoHHasa cuctema
n (unn) onepatop (obnagartenb UHOpPMaUUM) MOTYT BbIMOMHATbL BO3MOXEHHbIE HA HUX PYHKUMW C HEJOCTAaTOYHOM
S(i)d.)eKTI/IBHOCTblO W BbINOJIHEHUNE (*)yHKLI,VII7I BO3MOXHO TOJIbKO C npuBfiev4eHmnem OOonoNHUTENbHbIX CUIT 1 CpeacCTB.

MHdopmaLumsa nmeeT BbICOKUA ypoBeHb 3HauymmocTu (Y3 1), ecnu xoTsa 66l Anst 0AHOrO 13 cBOMCTB 6e30nacHoCTM
MHpopMaumn  (KOHpMAEHUMANbHOCTK, LIEMOCTHOCTWU, [OOCTYMHOCTU) OfpedernieHa Bbicokas CcTeneHb yulepba.
NHdopmauusa nveet cpegHun ypoBeHb 3HauumocTu (Y3 2), ecnu xoTd 6bl Ans ogHOro u3 cBomcTB 6e3onacHocTu
UHpopmaumn (KoHPUOEHUNANbLHOCTH, LLENOCTHOCTU, OOCTYMNHOCTM) onpeaeneHa CpeaHsas cTeneHb yulepba 1 HeT Hu
OQHOro CBOWCTBa, AMS1 KOTOPOro OnpederieHa Bbicokasi cTeneHb yuwepba. VMHdopmauus umeeT HU3KUA YpPOBEHb
3HaummocTn (Y3 3), ecrnm ana Bcex CBOWCTB Ge3onacHocTM uHdopmaumm (KOHPUOEHLUMANBHOCTU, LIENTOCTHOCTMH,
OOCTYMHOCTW) onpefernieHbl HU3kue ctenexu ywepba.

AG3au nckntoyeH. - [Mpukasz PCTIK Poccum ot 15.02.2017 N 27.

Mpu ob6paboTke B MHPOPMALMOHHOW cucTteme AByx 1 6onee BMOoB MHdopmaumm (cnyxebHasa TariHa, Hanorosas
TaHa U WHble YCTaHOBJIEHHblE 3akoHoOaTeNnbCTBOM Poccuiickon Pepepauum Buabl MHOPMAaLUN OrpaHUYEHHOTO
[ocTyna) ypoBeHb 3Ha4YMMocTn uHdopmaumm (Y3) onpegenstcs oTAaenbHO AN Kaxaoro suaa nHgpopmauun. ATorosbin
YPOBEHb 3HAYNMMOCTUK UHpopMaLmn, obpabaTbiBaeMon B UH(OPMALIMOHHOW CUCTEME, YCTaHABNMBAETCSA NO HaMBbICLLUM
3Ha4YeHUsIM CTEeNeHU BO3MOXHOro yulepba, onpedeneHHbIM AN KOHpMAEHUManbHOCTW, LEeNOCTHOCTW, AOCTYNHOCTH
WHopmMaLnn Kaxxgoro suaa nHgopmMaLmu.

3. WMHdopmaunoHHas cuctema umeeT pegepanbHbin MacwTab, ecnu oHa YHKUMOHMPYET Ha Tepputopumn
Poccuiickon ®epnepaunn (B npepenax depepanbHOro okpyra) M MMeeT cermMeHTbl B cybbektax Poccuiickon
®epepaummn, MyHMUMNanbHbIX 06pa3oBaHNaX 1 (MNK) opraHn3aumsx.

MHdopMaLMoHHasa cucteMa MMeEeT pernoHarbHbIv MacluTab, ecnu oHa OYHKLMOHUPYET Ha TeppuUTOpUn cyobekTa
Poccuiickon ®depepaumm n MMeeT CerMeHTbl B OOHOM WM HECKOMbKUX MyHMUMNanbHbIX 0bpasoBaHusax u (unu)
noaBeaoOMCTBEHHbIX U MHbIX OpraHn3auunax.

MHdopmaLumoHHas cuctema umeeT OOBLEKTOBLIM MacwiTab, ecrnvm oHa (yHKUMOHMPYET Ha oObekTax O[HOro
drenepanbHOro opraHa rocyaapCTBeHHOW BacTu, opraHa rocygapCcTBEHHONM BnacTu cybbekta Poccuickon ®egepaunn,
MyHUUMNansHOro obpasoBaHud u (MNW) opraHu3auMmM U He WMeeT CerMeHTOB B TeppuTopuanbHbIX OpraHax,
npeacrtaBuTenbCTBax, (bvmwanax, noaBeaoOMCTBEHHbLIX N UHbIX OpraHu3aumax.

4. Knacc 3awmieHHoCTH VIH(*)OpMaLlMOHHOVI CUCTEeMbIl onpeaendaeTcda B COOTBETCTBUU C Tabnuuen:
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Mpuka3 ®CTIK Poccum ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"O6 yTBepxaeHUn TpeboBaHWiA O 3alKUTe MHOPMALIMK, HE
COCTaBfSIo. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 25.11.2019

YpoBeHb 3HaYNMMOCTH Macwtab nHpopmaunoHHon cnucTemsl
WHpopmaumm
degepanbHbIii PervoHnanbHbIN O6beKkToBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B pen. MNpukaza PCTOK Poccnm ot 15.02.2017 N 27)

Mpunoxexune N 2

K TpeboBaHusM 0 3awute nHdopmaLmm,

He COCTaBnstoLLEN roCyaapCTBEHHYIO TalHy,
coaepallencs B rocy4apCTBEHHbIX
MHOPMALIMOHHLIX cUCTEMAX

COCTAB
MEP 3ALLUTbI UH®OPMALIMN N UX BA3OBbIE HABOPbI
Ansd COOTBETCTBYIOLWENO KNACCA 3AWUILEHHOCTHU
WH®OPMALMOHHOW CUCTEMbI

Cn1coK N3MEeHSIIOLLNX JOKYMEHTOB
(8 pea. MNpukasa PCTOK Poccum ot 15.02.2017 N 27)

YcnosHoe Mepbl 3aWnThl MHOPMaLMU B MHPOPMAaLMOHHbBIX CUCTEMAX Knaccol
0603HaveHne 3alUULLEHHOCTHY
N HoMep MHdOPMaLIMOHHON
Mepbl CUCTEMbI
3 2 1
I. MpeHTudmkaums n ayteHTndmnkaumsa cyobekToB gocTyna n obbekto goctyna (MAD)
NAD.1 NpeHTndukaums w  ayTeHTudmkaumsa  nonb3oBaTenen, + + +
ABMAOLWNXCS paboTHMKaMK onepartopa
NAD.2 VoeHTudukauma mn ayteHTuukauma yCTpoucTB, B TOM + +
yucne CTauMoHapHbIX, MOBUIbHBLIX U MOPTATUBHbIX
NAD.3 YnpaeneHne naeHtudukatopammn, B TOM YUCre co3gaHue, + + +
NPUCBOEHME, YHUHTOXEHNE NaeHTUdMKaTOpOB
NAD 4 YnpaeneHve cpegctBamu ayTeHTudukaumm, B TOM uyucne| + + +
XpaHeHue, Bblgaya, uHuumManusauusi, 6rokMpoBaHue cpeacTs
ayTeHTUdMKaUMN N NPUHATME Mep B cryyae yTpaTbl U (unn)
KoMnpomeTauuv CpeacTs ayTeHTudukaumm
NAD.5 3awuta obpaTHOM CBA3N Npu BBOAE ayTeHTUMMKALUMOHHON [ + + +
WHopmaLum
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(pen. ot 28.05.2019)

"0O6 yTBepxaeHun TpeboBaHWi 0 3awmTe UHbOpMaLUK, He

COCTaB/4Ho...

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 25.11.2019

NAD.6

NoeHTndukauma n ayTeHTMdUKaUusa nonb3oBaTenen, He
ABNSIOLLMXCH paboTHMKamu onepaTopa (BHELLHWMX
nonb3oBaTtenemn)

NAD.7

NaoeHTndukaums n ayteHTugmkaums o0bekToB ¢harnnoBomn
CUCTEMBI, 3anycKaemblX WU MUCMOMHAEMbIX Moaynen, ob6bekToB
cucteM ynpaeneHust 6azamMu gaHHbIX, OOBbEKTOB, CO34aBaEMbIX
NpUKNagHbiM U crneumarnbHbIM MporpaMmMHbIM obecneveHnem,
WHbIX OOBEKTOB AOCTYNa

. YnpaBneHune gocTtynom cybbekToB AocTtyna k oobektam goctyna (YI4)

yrg.1

YnpaeneHve (3aBedeHue, aktMBauusi, ONOKMpOBaHUE W
YHUYTOXEHUE) YYETHbIMU 3anncaAMKU MNonb3oBaTesie, B TOM
yucre BHELLUHUX Nonb3oBaTenemn

+

yra.2

Peanusaumsi HeoGXoouMbIX METOOOB  (OMCKPELIMOHHBIN,
MaHOaTHbIA, POMieBOW WNU WMHOW MeTon), TWUMOoB (4TeHue,
3anncb, BbIMNOMHEHME U MHOW TUMN) U NpaBUIT pasrpaHUyeHuns
poctyna

yra.3

YnpasneHve (punbTpauus, mapLipyTusaumsi, KOHTPOIb
coeVHeHUN, ogHOHanpaBneHHasa nepegada U MHble cnocobbl
ynpaBneHus) NHOPMALIMOHHBIMU noToKamm Mexay
yCTponcTBamMun, cerMeHTamu WHGOPMaLUMOHHOMW CUCTEMBI, a
TaKke Mexay MHOpMaLNOHHBIMY CUCTEMaMM

yrg.4

Pasgenenne  nonmHomoumn  (ponen)  nonb3oBaTenen,
aAMVHUCTPaTOPOB n nmu, obecneunBaroLLnX
dOYHKUNOHNPOBaHNE NHHOPMAaLIMOHHON CUCTEMBI

yra.s

HasHayeHve  MMHUManNbHO  HeobxoOWMbIX MpaB MU
nNpvBUNErMn nonb3oBaTendM, agMUHUCTpaTopaM W fvuam,
obecneunBalWUM  (PYHKUMOHMPOBAHME  UHMOPMALIMOHHOM
CUCTEMBbI

yra.e

OrpaHunyeHue HeycneLHbIX MonbITOK BxoAa
WMH(OPMALIMOHHYD cuUcTeMy (gocTyna K WMHEOPMaUMOHHO
cucrteme)

B
7

yna.7

MpepynpexaeHve nonb3oBaTens npu ero Bxode B
WHOPMALIMOHHYIO CUCTEMY O TOM, YTO B WMH(POPMaLMOHHON
cucTemMe peanusoBaHbl Mepbl 3alWuWTbl MHopMauun, U o
HeobxoaMMOCTM cobnoaeHNs UM YCTaHOBIEHHBIX ONEPaTopoM
npasun 06paboTkn nHpopmaumm

yra.8

OnoBellleHre nonb3oBaTensi Mocfne YycnewHoro Bxoda B
WH(OPMALIMOHHYIO CUCTEMY O €ro npegblgylieM BXxoge B
MHAOPMALMOHHYIO CUCTEMY

yra.o

OrpaHudeHre ynucna napannenbHbIX CeaHCoB AOCTyna Ans
KaXgon y4eTHOM 3anuMcu nonb3oBaTtens WH(OpMaLMOHHON
cucTembl

yrna.10

BnokvpoBaHne ceaHca poctyna B UH(OPMALMOHHYIO
CUCTEMY MOCMNEe YCTaHOBMIEHHOrO BpemeHun Oes3aencTeus
(HeaKTMBHOCTW) Nonb3oBaTeNst UMK MO ero 3anpocy
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[aTta coxpaHeHus: 25.11.2019

yna.11

PaspeLueHune (3anpeT) OencTBum nonb3oBaTtenen,
pa3speLUeHHbIX 40 NAeHTUMKaLMM U ayTeHTUMKaLMK

ynp.12

Mopaepxkka n coxpaHeHne aTpubyToB 6e3onacHOCTM (METOK
©e3onacHocTu), CBA3aHHbIX C MHGOPMaLMeNn B npouecce ee
XpaHeHuns n obpaboTkm

yra.13

Peanusauus 3alMLLEHHOMO yAaneHHoro  goctyna
cybbekToB gocTyna K oO6bektam AocTyna u4epe3 BHELUHWE
I/IHCbOpMaLLI/IOHHO-TeJ'IeKOMMyHI/IKaLWIOHHbIe cetn

yrpa.14

PernameHTauMss U1 KOHTPOSlb  WUCMOMb30OBaHUS B
WMH(OPMALMOHHON  cuUcTemMe  TexHororui  GecnpoBOAHOrO
JocTyna

yrna.15

PernameHTauus n KOHTPOIb MCNosnb30BaHNA B
I/IH(bOpMaLI,I/IOHHOIZ cucteme MOBUITbHBIX TEXHUYECKNX cpencTe

yna.16

YnpaeneHve B3auModencTBUEM C  MHAOPMALNOHHBIMU
cuctemamm CTOPOHHUX opraHm3auum (BHeLWwHVe
WHOPMALIMOHHBbIE CUCTEMBI)

ynp.17

Ob6ecneyeHne [ OBEPEHHOMN 3arpyskm cpeacTs
BbIYUCITUTENbHOW TEXHUKN

lll. OrpaHuyeHne nporpammHon cpeabl (ONC)

orc.1

YnpaBneHne 3anyckom (oOpaleHuaMn) KOMMOHEHTOB
nporpamMmmMmHoro o6ecnequv|;|, B TOM 4ucne onpepeneHune
3anyckaemMblX KOMMOHEHTOB, HACTpoWka napameTpoB 3anycka
KOMMOHEHTOB,  KOHTPOflb 3@  3anyCcKOM  KOMMOHEHTOB
nporpammHoro obecneyeHus

orc.2

YnpaeneHve ycTaHOBKOW (MHCTanmnsuuen) KOMMOHEHTOB
nporpammHoro obecnevyeHus, B TOM 4ucne onpegeneHue
KOMMOHEHTOB, noanexatimx yCTaHOBKe, HacTpolika
napamMeTpoB  YCTAHOBKM  KOMMOHEHTOB, KOHTPOMb  3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMMHOro obecnedeHns

Ooric.3

YcTaHoBKa (MHCTaJ'I.I'IFlLI,I/IFl) TONMbKO  pa3peleHHoro K
MCnoJ1ib30BaHUKO nporpamMmmHoOro obecneyeHnss u (VIJ'II/I) ero
KOMIMOHEHTOB

orc.4

YnpasneHve BpeMeHHbIMK hannamu, B TOM Yucrne 3anper,
paspeLleHue, nepeHanpasneHue 3anucu, yaaneHue
BPEMEHHbIX hannos

IV. 3awuta MawmHHbIX HocuTenen nHpopmauun (3HN)

3HN.1

YyeT MalUMHHbIX HOCUTENEN NHopmMaunn

3HN.2

YnpaeneHve  OOCTYNOM K  MAalUMHHBbIM  HOCUTENSM
WHopmaumm

3HWN.3

KoHTponb nepemeLleHus MaLLVHHBIX HocuTenen
MHdOopMaUuK 3a npegenbl KOHTPONMPYEMOWN 30HbI
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3HN.4

WcknroveHne BO3MOXHOCTU HecaHKLMOHUPOBAHHOIO
03HAKOMIEHUSI C cofiep)KaHMeM UHopMaLIMK, XpaHALLERca Ha
MaLUMHHBIX HOCUTENsX, U (MNM) MUCMoNb30BaHUS HocuTenen
MHOPMaLIMMN B UHbIX MHADOPMALIMOHHBIX CUCTEMaXx

3HN.5

KoHTponb ucnonb3oBaHus MHTepdencoB BBoda (BbiBOAA)
WHOPMaLMM Ha MaLUNHHBLIE HOCUTENW MHOpMauun

3HW.6

KonTponb BBOAa (BbiBOAA) WMHEOPMaUMM Ha MaLUMHHbIE
HocuTenu nHopmaunm

3HN.7

KoHTponb NOAKITIOYEHUS MaLLMHHBIX HocuTenen
MHdopMaLnn

3HN.8

YHuuTOXKEHME (CTUpaHue) WHGOPMauun Ha MallMHHbIX
HOoCUTENAX NpW WX nepefade Mexay nonb3oBaTensamu, B
CTOPOHHME OpraHuWsaumMuM AN peMoHTa WnuM yTunu3auun, a
TaKkKe KOHTPOMb YHUYTOXEHNS (CTUpaHns)

V. Pernctpauums cobbitun 6esonacHoctn (PCB)

PCB.1

OnpepeneHve coObiTuin  6e3onacHOCTM,  noasiexalmnx
perucTpauun, 1 CPOKOB UX XpaHeHUs

PCB.2

OnpepeneHve cocTaBa W COAEPXaHWsS WHOpMaUuMn o
cobBbITUAX 6E30MacHOCTU, NOANEXaLUMX PerncTpaLmum

PCB.3

C6op, 3anucb M XpaHeHue uHgopMaLuuMm O COBbITUAX
6e30nacHOCTM B TEYEHME YCTAHOBINIEHHOTO BPEMEHW XpaHEeHs!

PCB.4

PearvpoBaHve Ha cbou npu peructpaumn cobbITuN
f6esonacHoCcTM, B TOM 4ucne annapaTtHble W NporpaMMHble
owmnbkn, cbom B MexaHuamax cbopa WuHdopmauun K
OOCTUXEHWe npegena unvM nepenonHeHus obbema (emMKocTK)
namsTu

PCB.5

MOHUTOPUHT (mpocmoTp, aHanma) pe3ynbTaTtoB
pervctpauny cobbiTuii 6e30NacHOCTM U pearmpoBaHne Ha HUX

PCB.6

FeHepMpOBaHme BPEMEHHbIX METOK U (VIJ']M) CUHXPOHU3aUnA
CUCTEMHOIo BpemMeHu B VIH(*)OpMaLlMOHHOVI cucrteme

PCB.7

3awmTa uHdopmaumm o cobbiTuax BeszonacHoOCTU

PCB.8

Ob6ecneyeHne BO3MOXHOCTM MpOCMOTPa W aHanusa
MHGOpPMaUUN O [OEeUCTBUSX OTAENbHbIX MNonb3oBaTenen B
WH(OPMaLIMOHHON CUCTEME

VI. AHTUBUpYCcHas 3awmTa (AB3)

AB3.1

Peanusauns aHTUBUPYCHOW 3aLuUThbI

AB3.2

OGHoBneHne 6asbl [OaHHbIX TMPU3HAKOB BPEOOHOCHbIX
KOMMbIOTEPHbIX NMPorpaMMm (BUpPYCoB)
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VII. O6HapyxeHue BTopxeHuin (COB)

COB.1

OOGHapyXeHne BTOPXKEHWI

COB.2

O6HoBneHne 6a3bl peluaroLmx npasun

VIIl. KoHTponb (aHanua) sawmweHHocT nHgpopmauum (AH3)

AH3.1

BbigBneHne, aHanm3 ys3BuMoOcTEN  MHGOPMAaLMOHHOWN
CUCTEMbI W OnepaTtMBHOE YCTPAHEHWE BHOBb BbISIBMIEHHbIX
yA3BMMOCTEN

AH3.2

KoHTponb YCTaHOBKM obHoBREeHUN nporpaMmmHoro
obecneveHus, BKIo4as obHoBneHue nporpaMmHoro
obecneyeHns cpeacTB 3aLUMTbl MHGOPMaLK

AH3.3

KoHTponb paboTocnocobGHOCTU, MapaMeTpOB HACTPOWKU U
npasuIibHOCTU YHKLMOHNPOBAHUSA nporpaMmmHoro
obecneyeHns N CpefcTB 3amThl MHGOPMaLMK

AH3.4

KoHTponb cocTaBa TeXHWYecKUX CpeacTs, NporpaMMHOro
obecrneyeHnss U CPeaCcTB 3aluTbl MHopmaLmm

AH3.5

KoHTponb npaBun reHepauunm UM CMEHbl  naponewn
nonb3oBaTenen, 3aBefeHUs U yaaneHusi YYeTHbIX 3anucen
nonb3oBaTenen, peanu3auMy  NpaBuIl  pasrpaHUyeHus
[OCTYynoMm, MOSIHOMOYMA Monb3oBaTenen B MHAPOPMaLNOHHON
cucteme

IX. ObecneveHne LEenoCcTHOCTM MHCPOPMaLMOHHOW cucTeMbl 1 MHcpopmauum (OLLT)

oL1.1

KoHTpOMnb  LENOCTHOCTM nporpamMmHoro  obecneveHus,
BKMOYas nporpammHoe obecnedyeHve CpPeacTB  3alluThl
WHopmaLum

+

oun.2

KoHTpomnb UenocTHoCTM MHGOopMauuKn, cogepkalwencs B
Basax gaHHbIX MHAOPMALIMOHHON CUCTEMBI

oun.3

O6GecneyeHune BO3MOXHOCTHU BOCCTaHOBMEHMs!
nporpaMMHoro  obecneyeHusi,  BKMoyas  NporpaMMHoe
obecrieyeHne  cpeacTB  3awWTbl  MHoOpMauuu,  Npw
BO3HMKHOBEHMWN HELUTATHbLIX CUTyaLniA

oun.4

OOHapyXeHve W pearMpoBaHWe Ha MOCTYNNeHNe B
WH(POPMALIMOHHYI0O CUCTEMY He3anpaluMBaeMblX 3NEKTPOHHbIX
coobweHun (nnucem, OOKYMEHTOB) WU MHOM MHGOPMAaUMK, He
OTHOCALUMXCA K (PYHKUMOHWPOBAHUIO  UHE(OPMaLMOHHON
cucTembl (3awmTa oT cnama)

oun.s

KoHTponb copepxaHnus uHdopmaumv, nepegaBaeMon u3s
WHOPMALIMOHHOM CUCTEMbI (KOHTEMHEPHbIA, OCHOBaHHbLIA Ha
CBOMCTBaxX 0O0bEeKTa 4OCTYMNa, U KOHTEHTHbIN, OCHOBAHHbIA Ha
noucke  3anpelleHHon K nepegade  uMHdopmauum C
UCMONb30BaHWEM CUrHATyp, Macok M WHbIX MeTOAOB), MU
WCKIMIOYEHVE HEMpPaBOMEPHOW nepedayn uHopMauMn u3s
MHGOPMAaLNOHHOW CUCTEMBI
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ouf.6

OrpaHuyeHune npas nonb3oBaTternen no seogy MHMopmaumm
B MHPOPMAaLMOHHYIO cUCTEMY

oun.7

KoHTpomnb TOYHOCTW, MOMHOTHI M MPaBWMBHOCTU OAHHbIX,
BBOAMMbIX B MHPOPMALMOHHYIO CUCTEMY

oLn.8

KoHTponb oWMBOYHbIX OENCTBUI NONb30BaTENEN No BBOAY
n (vnn) nepegade wuHdoOpmMauMM UM NpegynpexaeHue
nonb3oBaTenen 06 oLNOOYHbIX AENCTBUSAX

X. Obecneyenne goctynHocty nHdopmaumm (OOT)

OAT.1

Mcnonb3oBaHne 0TKa3oyCTOMYMBLIX TEXHUYECKNX CPeacTB

oArT.2

PesepBupoBaHMe TEXHWYECKUX CPEACTB, MNPOrpaMMHOro
obecrneyeHusi, KaHanoB nepedauv WHGOpMaUUKW, CpeacTs
obecneyeHnsi PYHKLNOHUPOBAHNSA MHAOPMALIMOHHON CUCTEMBI

oArT.3

KoHTponb 6e30TKasHOro yHKLMOHMPOBAHUSA TEXHUYECKMX
cpencTs, obHapyxeHune " nokanusaums 0TKa30B
YHKUMOHMPOBAHWSA, MPUHATME Mep MO BOCCTAHOBIIEHMIO
OTKas3aBLUMX CPEACTB U UX TECTUPOBaHME

oAT.4

Meproanyeckoe pesepBHOE KOMMPOBaHWe WHOpMauuy Ha
pe3epBHble MaLLUUHHbIE HOCUTENV MHOpMaLMn

OAT.5

Ob6ecneyeHne BO3MOXHOCTN BOCCTAHOBIEHNST MHGOPMaLMK
C  pesepBHbIX  MalUUHHBIX  HOCUTernen NMHopmaunm
(pesepBHbIX KOMUIM) B TEeYEHWe YCTaHOBIEHHOro BPEMEHHOro
WHTEepBana

OAT.6

Knactepusauuss MHGOpPMaUMOHHOM cucteMbl U (Mnn) ee
CErMeHTOB

oarT.7

KoHTponb cocTosiHMS UM KayecTBa  NpefocTaBrieHus
YNONMHOMOYEHHBIM ~ JIMUOM  BbIMUCIUTENBHBLIX ~ PECYPCOB
(MoLLHOCTE), B TOM Yncre no nepegaye nHgpopmaumm

XI. 3awwuta cpeabl Buptyanusauum (3CB)

3CB.1

NaeHTndukaums n ayTeHTudmkaums cybbekTtoB gOCTyNa m
006beKTOB AOCTyna B BUPTyanbHOM MHPacTpyKkType, B TOM
yncne agMUHUCTPaTOpPOB yrnpaBneHus cpencteamu
BUpTyanusaumu

3CB.2

YnpaBneHne [JOCTYyrnoM cCyObekToB AocTyna K oObekTtam
[ocTyrna B BUPTyanbHOW MHAPACTPYKTYpe, B TOM YnUCIe BHYTPH
BMPTYyalbHbIX MallnH

3CB.3

Pernctpaunss cobbitun 6e3onacHOCTM B BUPTyasibHOM
MHPaCTPyKType

3CB.4

YnpaBneHue (unbTpaunsi, MapLipyTU3aLms, KOHTPOSb
COefVHEHMs, OJHOHAaMNpaBneHHas nepefada) MOTOKaMM
WHdopmaunm mMexagy KOMMOHEHTaMMU BMpTyanbHON
MHQPACTPYKTYpbl, a Takke MO nNepumeTpy BUPTyarbHOM

WHpPaCTPyKTYypbl
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3CB.5 [osepeHHas 3arpyska cepBepoB BMpTyanusaumu,
BUPTyanbHOM MaluuHbl (KOHTENHepa), CepBepoB YynpaBreHus
BMpTyanusaumen
3CB.6 YnpaeneHve  nepemelleHneM  BUPTyarnbHbIX  MaLUuH + +

(koHTenHepoB) 1 obpabaTbiBaeMbiX Ha HUX AaHHbIX

3CB.7 KoHTponb LEenocTHOCTN BUPTYanbHOW WMHMPACTPYKTYpbl U + +
ee KoHdurypauun

3CB.8 PesepBHOe  KONMMpOBaHWE  OaHHbIX, pPe3epBUPOBaHUE + +
TEXHUYECKUX cpencTs, nporpammHoro oGecneyeHns
BMPTYanbHOW WH(PAaCTPYKTypbl, a Takke KaHanoB CBS3U
BHYTPU BUPTYanbHOW NHPaCTPYKTYpbI

3CB.9 Peanusaums wn ynpaBneHue aHTUBUPYCHOW 3awmTon B| + + +
BUPTYanbHON MHPACTPYKType

3CB.10 PasbueHne BupTyanbHOM MHAPACTPYKTypbl Ha CermMeHTbl| + + +
(cermeHTMpoBaHMe BUpTyanbHOM  WHAPACTPYKTYpbl)  AnS
06paboTkn MHdopmaumMmM OTAEeNbHLIM Nonb3oBaTenem u (Unu)
rpynnow nornb3oBaTenen

XIl. 3awmTa TexHudeckmx cpencts (3TC)

3TC.1 3awmTta WHgopmauun, obpabaTbiBAaEMON TEXHUYECKUMMU
cpencTBamMu, OT ee YTEeYKU MO TEXHUYECKMM KaHanam

3TC.2 OpraHusaunsi KOHTPONMPYEMON 30HbI, B Npedenax Kotopon | + + +
MOCTOSAHHO  pa3MEeLLalTCs  CTauMOHapHble  TeXHUYeckue
cpeactBa, obpabaTbiBalowme UWHGOpMauuMio, U cpeacTea
3awmTbl  MHpopmauun, a Takke cpeacTBa obecneveHus
YHKUNOHNPOBAHNSA

3TC.3 KoHTponb w© ynpaBneHne uU3N4eckum JOCTYynoM K| + + +
TEXHUYeCKUM cpeacTBaMm, cpefcTBaM 3alluTbl MHopmaumn,
cpenctBam obecneyeHns (PYHKUMOHMPOBAHWS, a Takke B
NMOMELLEHNSS N COOPYXEHUSA, B KOTOPbIX OHW YCTaHOBMEHbI,
UCKITloYaloLwwme HecaHKUMOHUPOBAaHHbIA (busmnyecknii JocTyn K
cpeactBam  06paboTkum wmHdopmaumM, cpencTteamMm  3alluThl
uHdopmMaumm 1 cpeacteam obecneveHns OyHKUMOHUPOBaHUS
WH(OPMALIMOHHON CUCTEMBbI U MOMELLEHNA U COOPYXEHUS, B
KOTOPbIX OHU YCTaHOBIEHbI

3TC.4 PaswmelueHne YCTPONCTB BblBOAA (oTobpaxeHus) | + + +
WHdOpMaLMK, UCKNoYatowee ee  HeCaHKUUOHMPOBAHHLIN
npPoOCMoTp

3TC.5 3awmrta OT  BHEWHMX  BO3AEWCTBMM  (BO3AEWCTBUM +

OKpy>XatoLlen cpegbl, HecTabunbHOCTM 3MEeKTPOCHabXeHus,
KOHONLIMOHMPOBAHNS U UHbIX BHELLHUX DaKTOPOB)

XIll. 3awmTa MHOPMAaLMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3M M Nepedaym gaHHbix (3MC)

3nC.1 Pasgenenne B MHMOPMAUUOHHOW cucTeEME YHKUUA MO + +
ynpasneHuio (aAMUHUCTPUPOBAHUIO) MHOPMaLIMOHHOW
CUCTEMON, ynpaBneHuio (agMWHUCTPUPOBAHMWIO) CUCTEMOM
3awnTbl nHdopmMaumm, dyHKLMIA Mo 0bpabdoTke MHOpMaLUnN 1
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WHbIX (OYHKLMIA MHEPOPMALIMOHHON CUCTEMBI

31C.2

MpenoTepalleHne 3a0epXKn UMK NpepbIBaHNs BbINOMHEHUS
NPOLIECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbLI NMPOLIECCOB C
HU3KUM MPUOPUTETOM

31nC.3

OGecneyeHne 3aWwuUTbl  UHGOPMALMM  OT  PacKpbITUS,
MoandMKaumMn M HaBsa3biBaHWsA (BBOAA NOXHOM MHGOpMaummn)
npu ee nepegade (NoAroTOBKe K Nepedadye) no kaHanam CBsi3u,
nMerLwmnMm BbiXoa 3a npenenbl KOHTpOJ‘II/IpyeMOVI 30HbI, B TOM
yncne 6ecnpoBoAHbLIM KaHanam CBS3M

31C.4

OGecneveHve [OBepeHHbIX KaHana, maplipyta mexay
agMuHUCTpaToOpoOM, Monb3oBateneM W cpeacTsamu 3almThbl
uHpopmaumm (pyHKUMsMM GesonacHOCTM CpeacTB 3aluThl
WHopmaLmm)

31C.5

3anpeT HeCaHKUMOHMPOBAHHOM yOaneHHOW akTMBauumu
BUAEOKaMep, MUKPOPOHOB U UHbIX NEPUGEPUNHBIX YCTPOWCTB,
KOTOpble MOryT aKTUBMPOBAaTbCH YAANeHHO, W OnoBelleHne
nonb3osaTtenen 06 akTMBaLun Taknx yCTPONCTB

31C.6

Mepegaya M KOHTPOMb  LIEMOCTHOCTM  aTpmbyToB
OesonacHoctn  (MeTok  ©e30nmacHOCTM),  CBSA3@HHbIX C
wHdopmaumen, npu obmeHe wuHDOPMaUMEN C  UHbIMU
WHOPMALMOHHBIMK CUCTEMaMMU

31C.7

KoHTponb CaHKLUWOHUPOBaHHOIO " NCKIoYeHne
HeCaHKLUVNOHNUPOBaHHOIO NCMomnb30BaHNS TEXHOMNOrni
MOBUMBHOTO KoOa, B TOM 4ucne peructpauusi cobbIiTuid,
CBSA3aHHbIX C UCMOMb30BaHMEM TEXHOMOMMn MobunbHOro Koaa,
WX aHanu3 u pearMpoBaHMe Ha HapylleHWsl, CBS3aHHble C
ncnornb3oBaHWeM TeXHOMOrmm MobunbHoro Koga

31C.8

KOHTpOJ‘Ib CaHKUMOHUpOBaAHHOIO n NCKIN4YeHne
HeCaHKUMOHNPOBAHHOIO ncnonb3oBaHUA TexHomnornm
nepegayn pedn, B TOM 4Yucne perncrpauua cobbITuN,
CBsI3aHHbIX C UCMOSfIb30BaHMEM TEXHOMNOMN nepenayun peyun, nx
aHanmM3 wun pearmposaHme Ha HapyweHua, CBdA3aHHblE C
MCNoNb30BaHMEM TEXHOMOMN nepenayun pedu

31C.9

KoHTponb CaHKLUMOHUPOBAHHON n ncknoveHve
HeCcaHKUMOHMPOBaHHON Mepefayn BuaeouHgopmauum, B TOM
yucne perucTpauus coObITMI, CBA3aHHbIX C nepedaden
BUAEOUHOPMALMKA, WX aHanua U1  pearMpoBaHWe Ha
HapyLleHus, CBA3aHHbIE C Nepedadven BngeonHopmaLmm

3nC.10

MoaTeepxaeHMe NPOUCXOXAEHUSA UCTOUYHMKA MHAopMaLuK,
nonyyaemMoi B Mpouecce onpeneneHus ceTeBbiX aapecoB Mo
ceTeBbiIM MMEHaM WNU onpeaeneHus ceTeBbiX WMEH Mo
ceTeBbIM aapecam

3nC.11

OGecneyeHne  MNOOSIMHHOCTM  CETEBbIX  COEOMHEHWIA
(ceaHcoB B3aumoOeNCTBMSA), B TOM 4ucle Ans 3alWuTbl OT
NMoAMeHbl CETEBbIX YCTPONCTB 1 CEPBUCOB
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3nC.12

WckntoveHne BO3MOXHOCTU OTpULIAHMSA  MoNb3oBaTernem
dpakTa oTnNpaBKkyu MHGOPMaLMK APYroMy Mofb3oBaTento

31C.13

McknoyeHne BO3MOXHOCTM OTpULAHUSA Monb3oBaTenem
¢hakTa nony4vyeHus nHopmaumm OT Apyroro nosib3oBaTesis

3nC.14

Wcnonb3oBaHne yCTPOWCTB TepMUHaNbHOrO AOCTyna Ans
00paboTkn nHdopmaLmm

3nC.15

3awmuta apxuBHbIX (pannos, napamMeTpoB HACTPOWNKM
cpeacTB 3almTbl MHOpMaUMKU 1 NporpaMmmHoro obecneveHus
WU WHBbIX AaHHbIX, He Moanexalimx W3MEHeHWlo B npoLecce
00paboTkn nHdopmaLmm

3NnC.16

BbiasneHune, aHanu3 n 6nokuposaHme B MHGPOPMaLMOHHOWN
CUCTEME CKPbITbIX KaHamnoB nepegaynm uHdopmaumm B obxon
peanu3oBaHHbIX Mep 3awuTbl WHOpMaUUM UM BHYTPU
pa3peLUeHHbIX CETEBbIX MPOTOKOSIOB

3nc.17

PasbueHne WHDOPMALNOHHOW CUCTEMbI Ha CErMeHTbI
(cermeHTMpOBaHue NMHOpPMaLIMOHHON CUCTEMBI) "
obecneyeHve 3aLUMThI nepumMeTpoB CEerMeHToB
MHGOPMAaLNOHHOW CUCTEMBI

3nC.18

ObecnevyeHne 3arpyskm W UCMOMHEHUS NPOrpammMHOro
obecrneyeHMss C  MalUMHHbIX  HOCMTenem  uHdopMaLmK,
OOCTYMHbIX TOMbKO ANS YTEHWs,, U KOHTPONb LENOCTHOCTU
[AaHHOro NporpamMmmHoro obecneyeHus

3nC.19

M3onduma  npoueccoB  (BbINOMHEHWE  nporpamm) B
BblAeNeHHON 0bnacTy namsaTy

31C.20

3awmTta 6ecnpoBOAHbIX COEAWHEHWIA, MNPUMEHSAEMbIX B
WHOPMaLIMOHHON CUCTEME

31C.21

WNckniovyeHne poctyna nonb3oBatenst K MHdopmauumu,
BO3HUKLLEN B pesynbTate JEencTBumn npegblaywero
nonb3oBaTens 4epe3 peecTpbl, OMNepaTMBHYD NamsATh,
BHELUHME 3anoMuHaloLmMe YCTpPOWCTBa M WHble o6wue ans
nonb3oBaTenen pecypcbl UHHPOPMALIMOHHON CUCTEMBI

31C.22

3awmTa WHPOPMaLIMOHHOM CUCTEMBI oT yrpos
f6es3onacHoOCTM MHGOPMaUMK, HanMpaBfeHHbIX Ha OTKas B
o6cnyxmBaHMm MHHPOPMALMOHHOW CUCTEMBI

3nC.23

BawmTta nepumeTpa (pusmdecknx u (MNKU) NOrMYECKUX
rpaHvl) MHMOPMAaLMOHHOW CUCTEMbI MPU ee B3aMMOLEeNCTBUU
c NHBIMW NHAOPMaLIMOHHBIMM cuctemamu "
WHPOPMALMOHHO-TENEKOMMYHUKaLMOHHBIMWN CETAMU

3nC.24

I'Iperau.l,eHme CeTeBbIX COEAMHEHUA MO UX 3aBepLueHnmn
nnm no wucrted4eHnnm 3agaHHOro ornepartopomMm BpeEMEHHOIo
MHTepBana HeakKTUBHOCTU CeTeBOro coeanHeHmnsa

3nC.25

Mcnonb3oBaHne B WHPOPMALUOHHOM CUCTEME UNN ee
CermMeHTax pasfnyHbIX TUMNOB OOLLECMCTEMHOrO, NPUKNagHoro
WU crneunanbHOro nporpaMMHOro obecneyeHus (cosgaHue
reTeporeHHon cpenpl)
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MNpukas OCTIK Poccum ot 11.02.2013 N 17

(pen. ot 28.05.2019)

"0O6 yTBepxaeHun TpeboBaHWi 0 3awmTe UHbOpMaLUK, He

COCTaB/4Ho...

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 25.11.2019

31C.26

WNcnonb3oBaHue npuUKNagHoro " cneuunansHoro
nporpaMMHOro  oGecrneyeHns,  UMelLWnX  BO3MOXHOCTb
(PYHKUMOHMPOBAHNA B cpedax pasnuyHbIX OrnepaLnoHHbIX
cucrem

3nc.27

CoszpgaHue (amynaumns) noXHbIX MHPOPMAaLMOHHBIX CUCTEM
WM MX KOMMOHEHTOB, MpefHa3HaYeHHbIX ANs OOHapyXeHus,
permcTpauun n aHanusa OEeWCTBUA Hapylumtenen B npolecce
peanusauum yrpo3 6e3onacHocTn UHopmaumm

3nC.28

BocnpoussegeHue nOXHbIX U (MNKU) CKPbITUE WUCTUHHBIX
OTOENbHbIX  WH(OPMAUMOHHBIX  TexHomormm  u  (Mnn)
CTPYKTYPHO-(PYHKLMOHAbHbIX XapaKTepucTuk
WHopMaLMOHHON cucTembl nnu ee CErMeHTOB,
obecneunBaiollee HaBsA3blBaHWE  HApPYLUTEN  JIOXKHOro
npeacTaBneHnst 06 NCTUHHBIX MHAPOPMALIMOHHbBIX TEXHOMOMMAX
M (MnNKM)  CTPYKTYPHO-PYHKLMOHAMbBHbIX  XapakKTepuctukax
MHGOPMAaLNOHHOW CUCTEMBI

3nC.29

MepeBog WMHMOPMAaLMOHHON CUCTEMbI UIM €€ YCTPOMWCTB
(KOMNOHEHTOB) B 3apaHee OnNpederneHHy KoHUrypaumio,
obecrneuuBatollylo  3awmty  MHdoOpMauuu, B Crydae
BO3HVMKHOBEHMM OTkasoB (cboeB) B cuUCTeMe  3alwmThl
MHdOpMaUUn MHHPOPMALIMOHHOW CUCTEMBI

31C.30

3awmnta MOBUNbHBLIX TEXHUYECKUX CPEeACTB, NMPUMEHSIEMbIX
B UHPOPMALIMOHHON cucteme

e

3alNLLEHHOCTHN VIH(bOpM&U,I/IOHHOVI CUCTEMBbI.

Mepa 3alunThbl I/IH(bOpMaLI,VIVI BKMoYeHa B 06a3oBbIN Ha6op Mep OnAa COOTBETCTBYHOLLEro Kracca

Mepbl 3awmTbl MHOpMauun, He obo3HaYeHHble 3HakoM "+", NpUMeHsTCS Npu agantaunn 6asosoro Habopa
Mep U yTOYHEeHUU ajanTupoBaHHOro 6a3oBoro Habopa Mep, a Takke nNpu pa3paboTke KOMMNEHCUMPYIOLWNX Mep 3alumThl

VIH(bOpMaU,MM B VIH(bOpMaLI,I/IOHHOIZ CcCucrtemMe CoOTBEeTCTBYHLLEro Krnnacca 3awuueHHOCTU.
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